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Executive summary
Deliverable (D) 3.2 is a key outcome of Laurel's Work Package (WP) 3 Technological Radar,

building on the foundation laid in D3.1. It introduces the Digital Maturity Assessment Toolkit
(DMAT) which is specifically tailored for integrated Long-Term Care (I-LTC) settings. This
toolkit was developed through independent state-of-the-art research on digital maturity models
and is aligned with the needs and technological domains identified in the quick assessment
matrix introduced in D3.1. The primary objective of D3.2 is to provide I-LTC organisations and
initiatives with a systematic way to evaluate their current digital capabilities across multiple
dimensions, and to establish a follow-up approach that links assessment results to concrete
guidance for improvement, therefore completing the digital assessment framework expected
in Task T3.2.

D3.2 presents the DMAT, a structured self-assessment questionnaire that evaluates an
organisation’s digital readiness across several critical domains (technical readiness, service
readiness, business sustainability, societal impact, and ethical considerations). The DMAT
offers a practical, multi-dimensional toolkit that enables stakeholders to comprehensively

assess their digital maturity.

A core aspect of the work of T3.2 is the development of a procedure to translate DMAT
responses into actionable recommendations. For each area of assessment, this procedure
defines a direct link to the structured inventory of needs, challenges, and digital solutions
compiled in D3.1. This means that an organisation’s DMAT results can be interpreted as a
‘gateway’ to the D3.1 inventory and that when a maturity gap is identified (e.g. low
interoperability or data sharing capability), the corresponding section of D3.1 can be flagged
to guide the stakeholder towards relevant technologies and solutions. This alignment facilitates
gap analysis and can help providing decision-makers with clear, context-specific guidance on

how to advance their digital maturity.

The DMAT was pilot-tested with the I-LTC SISS (Servicios Integrados de Salud Social / Serveis
Integrats de Salut Social) initiative in Manresa, Spain. This early validation exercise involved
the Head of Innovation of Social and Care using the preliminary DMAT to assess several digital
solutions in their integrated care program (such as care coordination platforms, home-
monitoring tools, and data analytics services). The pilot confirmed the tool’s practical utility,
and the feedback gathered led to methodological refinements: the assessment criteria were
clarified and simplified to improve usability, the inclusion of organisational context indicators
was recommended, and the boundaries between domains were adjusted to avoid overlap.
These insights will inform future iterations of the tool, increasing its clarity and effectiveness

for end-users.
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Looking forward, Task 3.2 will expand the use of the digital maturity tool to a wider range of I-

LTC contexts across Europe, considering the practices in Laurel WP1.

One planned enhancement is to implement the questionnaire as an interactive online service,
which will streamline data collection and provide real-time analysis and visualisation of results
for participating organisations. More importantly, the results gathered from broader deployment
of the DMAT will feed directly into the development of guidelines and recommendations in
D3.3. The consortium will analyse the aggregated assessment outcomes and the linked D3.1
insights to formulate policy guidance for adopting and scaling digital solutions in long-term

care.

Crucially, the next steps will maintain a strong policy orientation. By systematically highlighting
areas of strength and weakness in digital readiness, the expanded use of the DMAT will
generate evidence to support decision-making at both organisational and policy levels.
Ultimately, the complete assessment framework of WP3 aims to provide results that give an
accurate idea to the I-LTC stakeholders on I-LTC technology solutions that have been
implemented, are being implemented and/or are planned for future implementation, and their

role within successful, innovative I-LTC practices.
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1 Introduction to the deliverable

Deliverable (D) 3.2 is the second outcome of the Work Package (WP) 3 Technological Radar.
As a follow-up of the D3.1 LTC SoA (State-of-the-Art) Review of Technologies, it will present
the continuation of the work carried out in the WP3 regarding the inclusion of the relevant
aspects in the analysis of I-LTC technologies and solutions (technical, social, economic and
clinical). Thus, whereas D3.1 presented in the multi-dimensional matrix the relevant
areas/domains of assessment, D3.2 presents the Digital Maturity Assessment Toolkit (DMAT)
as the complete operative tool that consolidates the assessment methodology.

Before we start with the document, we will introduce some of the most commonly used terms

throughout the document, to facilitate reading and understanding.

e Services: In the context of I-LTC, services refer to high-level, user-centric offerings that
address basic needs and enhance the quality of life for individuals requiring long-term care.
Examples of services include healthcare monitoring, social support, daily living assistance,
and emotional support.

e Solutions: Solutions are integrated combinations of various technologies that together
implement a specific service. They are designed to meet the identified needs of users by
providing comprehensive functionalities. For example, a remote healthcare monitoring
solution might combine wearable devices, telehealth platforms, and data analytics tools to
deliver continuous health monitoring to patients.

e Technologies: Technologies are the specific tools, devices, software, and systems that
form the building blocks of solutions. They provide the mechanisms and functionalities
required to deliver services. Examples of technologies include sensors, mobile

applications, artificial intelligence algorithms, and cloud computing platforms.

In brief, services are mentioned in the context of WP3 as closer to the user needs and
requirements, while solutions and technologies are referring to the implementation and

deployment of those services.

1.1 Laurel WP3 Technological Radar

Technical solutions can offer significant support in optimising the delivery of I-LTC services, as
well as facilitating more integrated and person-centred approaches. A wide variety of
technologies are involved, which can range from mechanical supporting aids to tools to
enhance the coordination of actions across providers and with people who need the services.
WP3 carries out the approach to technologies and solutions in Laurel, and its objectives include

assessing emerging key technologies in the field of long-term care services. Its priorities are:
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1. To identify the major needs of stakeholders in the I-LTC environment and map current
technological initiatives that could respond to these needs.

2. To perform a State-of-the-Art review of these selected technologies, including
technological advances and challenges, regulatory aspects and current exploitation
prospects, among others.

To identify the main challenges and obstacles that will need to be overcome.

4. To develop guidelines for the technology to be adopted in this environment, in alignment

with the policies on I-LTC elaborated in WP1 and to be included in the White Paper

outcome in WPA4.

This document provides the first outcomes of the Task (T) 3.2 Assessment of LTC
technologies, in which the multi-dimensional assessment matrix described in D3.1 for quick
assessment of selected technology solutions and technologies for supporting I-LTC initiatives
has been converted into an operational tool with the necessary additional elements for a
complete analysis. The tool, in its first iteration, was used to assess one of the practices
(Servicios Integrados de Salud Social / Serveis Integrats de Salut Social - SISS Manresa), with
the result that it was considered necessary to expand it to ensure that all relevant aspects
(technical, social, economic and clinical) were reflected. The development of the DMAT as the
complete assessment operational tool and its structure in the final questionnaire form is

included in the D3.2 first report.

The work carried out in T3.2 to develop the DMAT is planned to provide continuity from other
activities of the project, particularly the previous T3.1, but extending to WP1 and WP4. This
ensures that relevant elements from different sources can be adequately extracted and

collected to contribute to the final assessment methodology. Figure 1 presents the main links:

CET

Toolkit Pilot

Digital maturity

assessment tools
(Manresa) A
analysis

V DMAT v

Digital Maturity Assessment Toolkit

Tool 1 Organisations

Tool 2 Initiatives

User

requirements
and needs

Multi-
dimensional
analysis

I-LTC
technologies
73.1/D3.1 and solutions

* Strengths
* Gaps
* Areas forimprovement

« Digital maturity of organisation
« Digital maturity of I-LTC
initiative or practice
|-LTC technologies and
solutions follow-up
procedure

Figure 1. WP3 Technological Radar T3.2 overall workflow/framework and links with D3.2.
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The DMAT implementation presented in D3.2 could readily be converted into an online version
for purposes of analysing the technology solutions implemented (or in the process of
implementation) in additional practices among those that are being identified in WP1. This will
enable to follow-up on T3.2 by reporting on I-LTC technology solutions that have been
implemented, are being implemented and/or are planned for future implementation in I-LTC
practices, as well as to provide interested parties with a guideline on how to address potential

gaps in those implementations.

1.2 Deliverable 3.2

This sub-section will introduce the D3.2. Its purpose, scope, brief outline and expected

outcomes, as well as its position within the Laurel structure.

1.2.1 Deliverable objectives and scope

D3.1 presented in T3.1 carried out a needs’ assessment and an assessment of current and
emerging technology trends in the field of I-LTC and developed the domains/principles of the
multi-dimensional assessment matrix to facilitate a quick overview of any given I-LTC service
or solution. In line with the next steps of D3.1, during this first stage of T3.2, the work has
focused on refining the foundational work to incorporate additional elements to support the
processes of identification, classification and characterisation of I-LTC services and
technologies by converting the matrix into an operational tool with additional elements: the
Digital Maturity Assessment Toolkit.

D3.2 First Report on LTC Technologies includes the findings and results pertaining to the
development of the DMAT in the WP3 workflow described in the previous section. The
document is divided into four different sections that expand on the main elements of the

workflow and development of the tool and follow-up on D3.1 technologies, solutions and needs.

e Section 1 introduces the deliverable, its objectives, description, and its context within WP3
and the Laurel project.

e Section 2 presents the development process of the DMAT from the analysis of existing
assessment tools to the definition of the questionnaires. A brief summary of the first test
with SISS Manresa will be included as part of the development process description.

e Section 3 describes the complementary activities to link the DMAT answers with the
technologies, solutions and user needs catalogue presented in deliverable D3.1. These
activities will facilitate the identification of potential gaps encountered with the tool and

provide a follow-up guideline so that stakeholders can address these gaps.
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e Section 4 summarises the main outcomes of the DMAT and the follow-up complementary
assessment actions. Future steps and remaining activities in T3.2 will be outlined in this

section.

1.2.2 Relation to other WPs and deliverables

The activities of WP3 build upon some of the aspects that were introduced in WP1 and provide
the technological and assessment methodology foundation for the I-LTC frameworks defined
in WP1. One of the goals of WP1 is to develop an overarching framework for the I-LTC
environment. Technologies and solutions have to be considered an integral part of this
environment. WP3 continuous work needs to ensure not just alignment with the WP1
frameworks overall but rather contribute to an ultimate clarification of the role and place of
technologies and solutions within the I-LTC environment.

The pending work in T3.2, to be presented in D3.3, will be based on the I-LTC stakeholders’
feedback and responses using the DMAT, which means that continued work with Laurel WP1
selected practices is expected from now on as well. The feedback from the stakeholders may
include findings on methodology, as well as any other possible current or emerging
technologies and solutions for I-LTC that have not been considered at the time of preparation
of D3.2.

Laurel_D3.2_FirstReportLTC technologies_3.0_Final_UPM Page 12 of 65
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2 Development of the Digital Maturity Assessment
Toolkit

This chapter describes the development process of the Digital Maturity Assessment Tool from
the analysis of existing assessment tools to the definition of the questionnaires. A brief
summary of the first test carried out with the tool prototype with SISS Manresa is included in
Annex Il as part of the development process description. SISS Manresa was selected as one
of the best practices under Task 1.3 due to its high level of integration of long-term care
services, supported by the effective use of digital technologies.

2.1 State of the Art analysis of existing tools

The Laurel definition of Integrated Long-Term Care, as it appears in D1.2, is “the result of
combining different types of services and assistance with the objective of optimising their
delivery to the people that need help with daily living activities and/or are in need of some
permanent nursing care”. This is very much aligned with the WHO definition of the Integrated
Continuum of Long-term care which includes “traditional health services such as management
of chronic geriatric conditions, rehabilitation, palliation, promotion and preventative services,
but adds assistive care services such as caregiving and social support for older people. All
these services must be integrated and provided in a continuum with the underlying core

principles of person-centred care.” @

The existing evidence suggests that developing integrated person-centred care services
should generate significant improvements in the care and health of all citizens (enhanced
quality and access to care, better health and clinical outcomes, increased health literacy and
self-care) @ . Digital innovation, including e-Health, is used worldwide to facilitate and support
the delivery of integrated person-centred services @ . Yet, the extension of e-health has often

been slower than expected, mainly because of difficulties related with implementation @ .

One of the objectives of the Laurel Project is to assess emerging key technologies in the field
of I-LTC services, recognising that technical solutions can offer significant support in optimising
the delivery of I-LTC services, as well as facilitating more integrated and person-centred

approaches.

In D3.1 three domains of technology multidimensional assessment were considered. The first
domain deals with the technical maturity and market penetration of the applied technology to
distinguish between consolidated implementations or initial explorations. The second domain
focuses on the societal impact, business and exploitation considerations. The third domain
explores the ethical, trust and awareness implications of technology. D3.1 explicitly identified

three interlinked methodologies to assess the technical maturity and market penetration of a
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given technology solution applied to LTC: the Technical Readiness Levels (TRLS), Service
Readiness Levels (SRLs) and the Business Readiness Levels (BRLs). For societal impact the
Social Business Model Canvas was chosen and for assessing the ethical and trust dimensions
of technologies, the Ethics Canvas was considered the preferred tool to help organisations

systematically think through the ethical implications of their projects.

The outcome of T3.1 was the quick multi-dimensional assessment matrix, which provides the
structure and tools to facilitate a quick overview of any given I-LTC service or solution. T3.2
project is the continued refining of the foundational work done in T3.1 to incorporate other
elements that could support the processes of identification, classification and characterisation
of I-LTC services, digital solutions and technologies.

The multidimensional matrix has served as the basis for the DMAT that is presented in detail
in Annex Il of this deliverable.

The process of digital maturity assessment is often guided by a Digital Maturity Model (DMM).
DMMs are normative reference frameworks that organisations apply to determine their present
state of digital maturity across its various building blocks and levels ® . One characteristic of
DMMs is their assessment of the organisation’s status of digital transformation based on a set
of predefined dimensions and consecutive maturity levels. This design approach is referred to
as a multidimensional orientation, which is suitable considering the great complexity of the

phenomenon DMMs intend to depict © .

This has served as the conceptual basis for the Laurel Digital Maturity Assessment Toolkit. An
extensive review of digital maturity models was performed. In the following section, we have
concentrated on Digital Maturity models that have been developed for health care, and more
specifically for Long Term Care that have served as the basis for the Laurel DMAT. A review
of additional digital maturity models, frameworks and assessment tools can be found in Annex
l.

2.1.1 Digital Maturity of Organisations in Health and Care

While there is a great deal of similarity and overlap among Digital Maturity Models the following

four particularly resonated with the Laurel concept:

1. HIMSS Digital Maturity Model, based on the Health Information and Management
Systems (HIMSS) Digital Health Framework, HIMSS has developed the Digital Health
Indicator (DHI) which measures four dimensions that are designed to help
organisations advance digital health transformation:

a. Governance and workforce — Assessment of data governance and security to

determine how well digital health supports a sustainable workforce.
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Interoperability — Assessment of how connected the organisation’s health
systems are and pinpoint any data interchange issues.

Predictive analytics — Determine how advanced the organisation is in
transforming data into knowledge, insights, and outcomes and tracking the
results.

Person-enabled health — Measure the organisation’s approach to person-
enabled health and outcomes using digital tools, including patient portals and
data-driven care. (10)

2. A synthesizing review of the literature on digital maturity in hospitals by Duncan et al

resulted in a consolidated Digital Maturity Model Framework for Hospitals that

includes the following dimensions @V :

a.

g.

b
C.
d.
e
f

Governance and Management
IT capability

People, skills and behaviours
Interoperability

Strategy

Data analytics

Patient Centred Care

3. The Patient-Centred Framework for Evaluating Digital Maturity of Health Services

developed by Flott et al., based on a systematic review of the literature, is a novel,

evidence-based tool for evaluating digital maturity across patient care pathways *2 .

The evaluation of digital maturity is intended to map the advances of digital systems

such that they can facilitate integrated care, better coordination, and improved patient

experience across a whole pathway. The framework proposed by the authors is

designed to measure digital maturity as a driver of integration and improved patient

experience. It works from a paradigm with patients at the epicentre, surrounded by their

community, primary care, and secondary care to mirror the patient pathway and

measure 4 levels of digital maturity across the patient pathway:

a.

b
c.
d

Capacity/ Resource
Usage
Interoperability

Impact

The framework presents open-ended questions for an evaluator to answer. Each

question can receive 1 point for a positive answer, so that each column and row will

have a total score.
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4. Australia’s Digital Maturity in Aged and Community Care framework (13) is

perhaps the most relevant to Laurel’s I-LTC. The aged care sector in Australia is facing

several challenges, including an ageing population, increasing demand for services,

heightened compliance requirements and a shortage of staff. Innovation and

technology can help the sector address these challenges by streamlining

communication and collaboration between government, providers, and clients;

implementing technology solutions that provide access to high quality care and support

services around the clock; automating routine tasks and collecting and analysing data

to improve care planning and outcome. The Digital Maturity in Aged and Community

Care framework assesses 7 domains:

a. IT Capability — Software, communication technology and innovation

b. People, Skills & Behaviours — Digital literacy & usage, training, digital teams

and positions

c. Governance & Strategy — Leadership, policies & procedures, disaster recovery

and strategy

d. Interoperability — External and internal interoperability

e. Data Analytics — Predictive analytics and prescriptive analytics

f. Cybersecurity — Cybersecurity protection, practices and policy & processes

g. Resident/ Client-Centred Care — Resident/client input and access

The results of the assessment classify aged care providers into 7 stages:

Table 1. Stages of aged care providers.

Stage ‘ Description Definition
0 Non-existent IT solutions / Electronic medical records (EMR) not used. No
EMR overarching IT governance.
1 Incomplete or disparate Different incongruous IT systems that have distinct
fragmented IT solutions functionality, with no integration, isolated systems, may
use some standardised terminology.
2 Established IT leadership that IT leadership with specific duties and functions;
governs and coordinates incorporates super-users (e.g. staff knowledgeable about
structures. procedures. IT use) to assist in building, troubleshooting, and
processes. and policies. supporting front line staff with IT tasks. Implementing IT
governance and data stewardship processes (e.g.
ensuring data quality, capturing appropriate information
for each data element).
3 Automated internal connectivity | Utilises common interfaces that permit secure sharing of

and reporting

data across multiple internal applications. Uses master
data sources and classifications to establish data
relationships between systems. Implementation of new
applications requires adherence to standards for
connectivity and reporting.
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Stage Description Definition

4 Automated external Utilises standard interfaces that permit secure data
connectivity and reporting sharing across external applications for treatment related

purposes. Interface with third parties for revenue cycle or
quality management. Incorporates Health Information
Exchange (HIE) technology.

5 Clinical risk intervention and System driven tools that influence the development and

predictive analytics care of treatments and care plans. while minimising risk.
Includes clinical decision support. Analytics guide timely
intervention to improve clinical outcomes. Interfaces
allow delivery of all-inclusive clinical reporting using
virtually all relevant data from internal and external
systems. Enables association of external and internal
data to predict outcomes and provide benchmarks.

6 Use of data by resident and/or A secure and protected means for resident and/or
resident representative resident representative to generate and access clinical
generate clinical data and drive | data.
self-management Increases transparency of their clinical data in a format

that is easily understood by these types of end-users.
Resident data is accessible electronically.
2.1.2 Maturity of Digital Health Technologies

All the above models make assumptions about the “maturity level” of the IT tools and systems

used by the organisation but do not explicate what criteria are used to choose the appropriate

technologies. Therefore, we researched the growing body of literature on methodologies for

evaluat

ing digital health technologies. The following assessment tools provide practical

measures for assessing the maturity of technology solutions.

1.

Developed by the NHS, the Digital Technology Assessment Criteria (DTAC) is an
assessment methodology that supports the user through each of the criteria areas
required for the commissioning of digital health technologies across the NHS and social
care services. The DTAC includes criteria covering clinical safety, data protection,
technical security, interoperability, plus usability and accessibility. A digital health

product needs to meet all the requirements to pass the DTAC.

Another methodology that addresses the evaluation of digital health technologies is
Health Technology Assessment (HTA). HTA refers to the systematic evaluation of
the properties, effects, and/or impacts of health technology. The main purpose of the
assessment is to inform decision makers to better support the introduction of new
health technologies. An example of this is MAST (Model for Assessment of
Telemedicine) that provides a solid base for decision making when it comes to the

introduction and use specifically of telemedicine. The multidisciplinary assessment is
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carried out to describe and assess the different outcomes of the telemedicine

application. This involves assessment of outcomes within the following seven domains:

Health problem and characteristics of the application
Safety

Clinical effectiveness

Patient perspectives

Economic aspects

-~ ® 20 T

Organisational aspects
g. Socio-cultural, ethical and legal aspects

3. One of the assessment tools that significantly influenced the development of the Laurel
Assessment tool was designed to assess Digital Public Health Interventions @4,

Dimensions assessed are:

a. The target population of the digital public health intervention
The conditions (disease, health conditions or health behaviour) addressed
in the digital public health intervention
Current Public Health Interventions
d. The functionality of the Health Technologies
e. Intervention Design including the goal of the digital public health intervention
and the components of the digital public health intervention
f. Software Properties including rating of the software and the software
provider
¢ Interoperability
¢ Data Integration (from other sources)
e Open Source
e Stability
¢ Internet Connectivity
¢ Range of different open sources supported by the software
g. Characteristics of the Technology
e Human-Computer Interaction
e Accessibility
e User-friendliness
e Usability
e Co-creation and Empowerment
o Credibility & Trustfulness
o Feasibility
e Design Quality
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h. Infrastructure and Organisation
i. Implementation
j- Health-related Effects, Quality of Life and Well-being, Knowledge and
Behaviour Change
k. Social and Societal Impact including community capacity and participation,
stakeholders
|.  Cost and Economics
m. Legal and Regulatory
e Data Protection
o Data Security
e Consumer Protection
¢ Medical (Device)
n. Ethical Analysis
0. Justice

p. Sustainability

2.1.3 Analysis

The review of the literature on digital maturity, particularly the examples cited above, albeit
focused mostly on healthcare and not specifically on I-LTC, provided several important insights

that guided the development of the Laurel DMAT:

1. Integrated Long Term Care practices do not operate in a vacuum. They are almost
always a part of a larger organisation or system and therefore understanding the
context, and the digital maturity level of that context, is very important.

2. While most digital maturity models focus on the digital maturity of an organisation,
there are an increasing number of models that support a focus on services. Flott et
al.’s Patient-Centred Framework for Evaluating the Digital Maturity of Health
Services, described above, is an example of this. A long-term care practice often
offers a number of different services and, as there may be significant differences in
level of maturity among them, the digital maturity of each service must be assessed.

3. The dgital maturity of a service and the digital maturity of a given technology
solution are different from an assessment perspective, although there is clearly a
relationship between them. Therefore, both the digital maturity of the service and
the digital maturity of each technology solution implemented in any given service
needs to be assessed.

4. Digital Maturity Assessment tools tend to be relatively high level. To support the

user, very concrete and operational examples need to be made available. The Flott
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tool was very helpful in this regard as it asks very specific questions such as “how
many patients are using the tool, how often and for what duration?”

5. In designing an assessment tool, it is very important to have in mind who will be
using it, and to what end. Therefore, the assumption about who the users would be

strongly influenced the design of the Laurel toolkit.

2.2 Description of the Digital Maturity Assessment Toolkit

The Digital Maturity Assessment Toolkit (DMAT) is designed to evaluate, guide, and
enhance the adoption of digital solutions within I-LTC settings. Recognising the increasing role
of technology in improving the quality, efficiency, and accessibility of long-term care, this toolkit
provides a systematic approach to assessing the digital readiness and maturity of both

organisations and specific Integrated Long-Term Care initiatives.
The toolkit comprises two complementary tools:

e Tool 1. Digital Maturity Questionnaire for Organisations engaged in an I-LTC
Initiatives
This tool assesses the digital maturity of the organisation, focusing on governance, IT
capabilities, workforce digital skills, interoperability, strategic planning, data analytics,
patient-centred care, cybersecurity, and ethical considerations. It is intended to be
completed by directors or senior management representatives of the organisation.

e Tool 2: Digital Maturity Questionnaire for I-LTC Initiatives
This tool evaluates the digital maturity of a specific I-LTC initiative or practice within the
organisation. It examines system readiness, service readiness, technology maturity,
business sustainability, and the effectiveness of digital solutions in long-term care
services. The assessment is conducted by the I-LTC initiative’s responsible leader or

an equivalent representative.

By integrating these two tools, the Laurel DMAT provides a comprehensive, multi-dimensional
analysis that helps I-LTC organisations and initiatives identify strengths, gaps, and areas for
improvement in their digital transformation journey. The assessment results can serve as a
foundation for strategic planning, resource allocation, policy development, and targeted

interventions to enhance digital integration in long-term care services.

This toolkit is particularly relevant for I-LTC providers seeking to evaluate and improve their

digital infrastructure and strategies.

Furthermore, the outputs of the assessment can be relevant for policymakers and funders
interested in understanding the digital readiness of I-LTC services; technology developers

aiming to align their solutions with the needs and maturity levels of I-LTC organisations.
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Through its structured methodology and actionable insights, the DMAT of Laurel supports |-
LTC services in advancing their digital transformation, ensuring sustainable, efficient, and high-

quality care for ageing populations and individuals with complex health needs.

The full Laurel DMAT can be found in Annex Il.

2.3 Application of the Preliminary Version of the Digital
Maturity Assessment Toolkit

The preliminary version of the Digital Maturity Assessment Toolkit (DMAT) was applied to
evaluate the readiness and maturity of various digital solutions and their integration into SISS
Manresa’s long-term care system. The SISS Manresa staff member assessed four
technologies for service development:

e Software for Professionals: A platform where all professionals have access to
information about individuals, their health, social care, and caregiver details (like a medical
record). Currently working on integrating bidirectional data flows, encompassing health and
social data from different providers and systems.

e Al Technology for Home Monitoring: Al-powered technology to monitor individuals at
home, ensuring their safety, fall prevention, and tracking state changes based on received
alerts.

e Carer Portal: A portal that provides carers with personalised information, resources, and
videos tailored to their specific needs.

e Al Predictive Analytics: Al is used to predict an individual’s state in areas like health and
living conditions. It can also forecast resource needs and monitor individuals' progress over

time.

The SISS Manresa staff member rated the TRL, the SRL, the BRL and the SyRL (System
Readiness Level) for all four services and their technologies. The assessment revealed that
the long-term care services are at an advanced stage of digital maturity, including the additional
dimensions of information sharing, interoperability, accessibility and usability, data security and
privacy, societal impact, societal impact and ethical issues and found that their maturity levels
varied from moderate to advanced. The full details of the SISS Manresa application of the

preliminary version of the DMAT can be found in Annex Ill.

Based on the SISS Manresa results and the review of the state-of-the-art literature on digital
maturity assessment in health and care, we fine-tuned the assessment tool and converted it
into a more user-friendly questionnaire. A major addition was a section for assessing the digital

maturity of the organisation hosting and/or initiating the I-LTC service.
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2.4 Next steps: Application of the Laurel DMAT

The current version of the toolkit, as presented in Annex Il will be converted into an online
questionnaire-based toolkit (composed of two online questionnaire-based tools). Selected I-
LTC practices of T1.3 and additional ones will be recruited to test the tool and complete the
online questionnaires. The results will be evaluated by compiling and comparing the answers
to the questions. We will also ask the practices to provide feedback on the toolkit itself. The
results will be used to fine-tune the tools if necessary as well as to provide information on the
digital maturity levels of the various services and technologies assessed by the different
practices. This will be the basis for the application of the revised assessment toolkit in Laurel
during the next period of the project. The analysis will also provide valuable insights on
strengths and weaknesses, challenges and gaps in digitally supported I-LTC, leading to

recommendations and guidelines for relevant stakeholders and policymakers.
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3 LTC solutions and technologies assessment
overview

This section details the practicalities of using the DMAT in a way that helps organisations to
identify how technologies can assess and support their I-LTC practices, with specific attention
to recognising specific gaps, and address their digital maturity challenges.

3.1 Aligning I-LTC solutions and technologies with the
DMAT

Building on previous work (the conceptual categories and the structured inventory in D3.1), the
DMAT is a toolkit, suitable for a diagnosis of the alignment of the I-LTC solutions and
technologies to the practices using them. This result is achieved thanks to the dimensions
incorporated in the DMAT, which follow the said conceptual categories and are enriched with

individual questions to specify needs, challenges, and solutions.

Case Example of the toolkit application:

A municipality runs a local integrated care initiative. The team completes the DMAT
questionnaires, and in the section on ‘Service delivery and organisational readiness’, it is
indicated that no formal training programme is currently in place for the digital care coordination
platform that was introduced six months ago. The questionnaire results flag this as a potential
service readiness gap. To address this gap, the team could be provided with digital training
solutions and an e-learning platform designed for I-LTC staff, as well as case examples of how
training initiatives have been implemented successfully in comparable contexts and other

resources detailed in D3.1.

3.2 I-LTC solutions and technologies — Identification of gaps

Following the alignment methodology set out in the previous section, this part of the chapter
focuses on the next stage: how to interpret the results of the DMAT and translate them into
clear, structured recommendations. While the questionnaire provides a self-assessment of
readiness across five core dimensions -technical, service, business, societal, and ethical-, its
full value lies in how the results are used to inform meaningful action. This sub-section
introduces a step-by-step methodology for analysing responses, identifying gaps, and

generating follow-up recommendations tailored to the stakeholder’s specific situation.

The approach described here was developed to ensure that stakeholders are not only able to
see where they stand but also understand what to do next. As with the questionnaire design,

the gap analysis and recommendation mechanism are built over the inventory of technologies,
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solutions and needs consolidated in D3.1. Where the earlier deliverable offered a broad and
well-referenced catalogue of technologies, needs, and readiness factors, D3.2 introduces a

procedure for finding in that catalogue details to respond the needs expressed by stakeholders.

3.2.1 A Practical Procedure for Interpreting Questionnaire Results

The proposed procedure consists of six main steps. Each step is designed to build on the last,
moving from data collection to decision support in a logical, evidence-based sequence. Rather
than offering a diagnostic in isolation, this roadmap-building process guides stakeholders
through stages of reflection, prioritisation, and action planning.

Step 1: Consolidation and Scoring of Responses

Once the DMAT questionnaires are completed, the first task is to consolidate the responses.
Each question belongs to one of the five maturity dimensions and, where appropriate,
contributes to a maturity score within that area. Some responses are numeric (e.g. ratings on

a scale from 1 to 5), while others are binary (“Yes/No”) or descriptive.

These responses will be grouped and evaluated to produce a profile of the organisation across
the five dimensions. For example, a respondent might score high in the technical domain,
reflecting strong adoption of interoperable technologies, but only basic readiness in service
and business areas, due to low investment in training or uncertain long-term financing. The
outcome of this step is not a definitive “grade,” but a structured overview of where the initiative

is mature and where further development may be needed.

This process reflects the multi-dimensional matrix introduced in D3.1, where I-LTC solutions
were assessed not just for technological innovation but for their organisational, societal, and

ethical readiness as well. The scoring system mirrors that integrated perspective.

Step 2: Establishing Benchmarks and Identifying Gaps

Interpreting the maturity scores requires a reference point. In this step, results are compared
against a set of benchmarks that define what “sufficient readiness” looks like in each
dimension. These benchmarks are drawn from the findings of D3.1 and will be informed by
both best practices and common requirements for the successful implementation of digital I-
LTC solutions. Identifying these benchmarks is one of the activities that still needs to be
completed in T3.2, and several different ways are being considered, including comparative
analysis with other initiatives or minimum compliance checks with existing regulation and

legislation, amongst others.

Step 3: Gap Characterisation Across Dimensions
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Once benchmarks are applied, the next step is to identify and characterise gaps within each
dimension. Each gap is traced back to specific questionnaire responses, ensuring

transparency and accountability in how conclusions are drawn.

e Technical gaps may include the absence of digital infrastructure, low interoperability, or
the use of outdated systems not aligned with recognised standards.

e Service gaps often relate to workforce readiness, organisational adaptation, or lack of
integration between care processes and digital solutions.

e Societal gaps can be seen where user engagement is low, vulnerable groups are
underserved, or solutions do not demonstrate meaningful impact.

e Ethical gaps emerge in the absence of safeguards around privacy, consent, transparency,
and fairness—especially relevant when Al or personal data are involved.

Each of these gaps can vary in depth and scope. The aim here is not to oversimplify the

problem but to generate a clear, structured view of which areas require attention—and why.

Step 4: Prioritisation of Gaps

With a full picture of where the organisation stands, the next step is to prioritise the identified
gaps. Not all issues require immediate attention, and some improvements may be contingent

on others.
The prioritisation is guided by several key criteria:

e Impact: How severely does the gap affect the performance or sustainability of the
initiative?

e Dependency: Are other improvements dependent on resolving this gap first?

e Urgency: Is the gap associated with compliance risks or pressing user needs?

e Feasibility: Can the gap be addressed with available resources in the short term?

e Stakeholder concern: Are certain gaps perceived by stakeholders as more urgent than

others?

This process helps create a phased improvement plan. For example, a lack of interoperability
might be seen as a foundational gap that must be resolved before service integration can
proceed. Meanwhile, addressing training needs may be feasible in the short term and yield

quick improvements in uptake.

The result is a prioritised list of issues aligned with stakeholder realities and implementation

constraints.

Step 5: Mapping Gaps to D3.1 Solutions
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At this stage, the analysis returns to the content of D3.1. For each gap identified, relevant
sections of the D3.1 repository are consulted to determine which existing technologies,
solutions, frameworks, or practices can offer guidance. This mapping process is grounded in

the thematic structure of the D3.1 inventory:

e Gaps in technical readiness are linked to the catalogue of technologies and
infrastructures in Chapter 4, including interoperable systems, integration platforms, and
remote care tools.

e Gaps in service delivery refer to the organisational requirements outlined in Chapter 3,
such as training, coordination, and leadership models.

e Societal gaps connect with user needs, inclusion strategies, and methods for participatory
design.

e Ethical gaps are addressed using frameworks like the Ethics Canvas and checklists for

privacy, transparency, and trust.

This ensures that every identified shortfall is linked to a concrete set of recommendations—

not invented from scratch but rooted in prior analysis and existing good practice.

Step 6: Formulating Structured Recommendations

The final step in the procedure is to generate actionable recommendations, which will be

structured across three different time horizons:

e Short-term actions typically involve quick interventions or groundwork -such as launching
training sessions, conducting privacy impact assessments, or performing data audits.

e Medium-term actions include implementation of specific solutions -acquiring platforms,
integrating workflows, or launching co-design workshops.

e Long-term actions focus on strategic sustainability -embedding practices, scaling

successful models, or preparing for advanced innovations.

For each gap, the stakeholder receives a suggested roadmap: a clear description of the issue,
a pointer to relevant D3.1 content, and recommendations on actions to begin resolving it over
time. This tiered approach balances ambition with feasibility and provides a mechanism for

continuous improvement.

3.2.2 Real-World Example: Applying the Procedure
To illustrate how the procedure works in practice, consider the following fictional case:

A public-sector health and social care partnership completes the DMAT and receives the

following results:
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e High technical readiness, with interoperable EHRs in place and a solid digital
infrastructure.

e Medium service readiness, with some digital training but no formal change management
in place.

e Low business readiness, as the current digital services are grant-funded with no long-
term model.

e Medium societal impact, with good accessibility but low uptake among informal carers.

e Low ethical readiness, due to lack of transparency in data use and no documented

consent procedures.
Using the framework:

1. Gaps in business and ethics are prioritised due to risk (e.g. financial sustainability and
privacy compliance).

2. D3.1 is consulted to identify solutions: business model tools, privacy frameworks, and
ethical checkilists.

3. Short-term actions include initiating a consent review and hosting a financial planning
workshop.

4. Medium-term steps involve developing a new business plan using the Social Business
Model Canvas.

5. Long-term actions include engaging stakeholders in ethical governance and exploring

diversified funding streams.

The organisation leaves the process not only with a diagnosis of its current state but with a
structured pathway to improvement, supported by validated knowledge from earlier in the
project.

3.2.3 Conclusion

This section has outlined the procedure through which the DMAT can be used not only to
assess stakeholder digital readiness but also to support practical decision-making. By
interpreting the results through a structured, transparent process. Grounding the analysis in
the comprehensive catalogue of D3.1 the procedure allows for the generation of tailored,

realistic recommendations.

In D3.3, this procedure will be put into practice using real responses from stakeholders. The
resulting guidance will offer a clear view of the maturity landscape in I-LTC and provide
individual organisations with a targeted plan for development and transformation, firmly rooted

in the project’s knowledge base.
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4 Conclusions and next steps

This chapter summarises the main outcomes from the work described in D3.2. The
assessment toolkit, DMAT, and the DMAT follow-up recommendations’ suggested procedure

based on the D3.1 structured inventory.

Next steps in WP3, until the conclusion in D3.3 will be described as well.

4.1 Main results and outcomes

The work presented in D3.2 has built systematically upon the comprehensive foundation
established by D3.1, translating a detailed analysis of I-LTC needs and technological solutions
into an actionable DMAT tailored specifically for I-LTC. The complete assessment framework
comprised by the DMAT (section 2 and Annex Il) and the procedure to extract further
conclusions from the DMAT (section 3), structured around multiple key domains -including
technical, service, business, societal, and ethical readiness- allows stakeholders to assess
their current state of digital maturity clearly and consistently.

The DMAT provides a structured means for I-LTC organisations and initiatives to understand
their current digital capabilities comprehensively. Each of the DMAT questionnaires’ dimension
correlates directly with insights and solution categories identified in D3.1, offering a clear bridge
between the static knowledge repository and stakeholders' practical experiences. This
approach not only facilitates self-assessment but also serves as a foundation for identifying
gaps and defining targeted interventions, guiding stakeholders directly toward actionable

improvements.

To ensure practical relevance and applicability, a preliminary validation was conducted,
engaging directly with the integrated care initiative in SISS Manresa, Spain, to reflect on and

discuss its current digital maturity status in real-time.

The validation focused on assessing several distinct digital solutions implemented in SISS
Manresa, including platforms for professional collaboration, Al-driven home monitoring,
caregiver support portals, and predictive analytics tools. Each solution was evaluated across
multiple readiness dimensions, generating detailed maturity profiles that highlighted areas of
strength, such as high technical and service readiness, and identified critical areas for

improvement, notably interoperability and ethical considerations.

The preliminary validation process provided several important methodological insights that

inform the future development and refinement of the Laurel DMAT:

¢ Importance of Organisational Context: Recognising that digital maturity assessments

must consider the broader organisational environment, future iterations of the tool will
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integrate indicators of organisational readiness—such as strategic clarity, leadership
support, and staff capabilities—to ensure a comprehensive evaluation.

e Balancing Detail with Practicality: Observations during the initial application revealed
the need to balance the depth and detail of the assessment questions with ease of use.
Simplified language and streamlined formatting will be essential to increase usability and
reduce response burden in future deployments.

e Clarifying Domain Boundaries: The validation highlighted potential overlaps between
certain assessment domains, such as societal impact and service performance. Going
forward, clearer definitions and boundaries between these domains will be established to

avoid ambiguity and ensure each area is distinctly measurable.

However, these conclusions are provisional due to the limited scope of the initial validation,
which involved only one integrated care initiative. Broader validation across various contexts
and settings is essential to establish the tool's general applicability and robustness

comprehensively.

4.2 Next steps

D3.3 will build upon the work presented here, scaling up the assessment toolkit's application
across multiple European I-LTC contexts. This next phase will involve a wider range of
integrated care initiatives, capturing diverse organisational contexts, maturity levels, and care
models. The objective is twofold: to validate the toolkit's robustness comprehensively and to

generate a benchmarking dataset.

Participating initiatives will provide structured quantitative responses alongside qualitative
feedback, enabling detailed comparative analysis. The results will highlight common strengths
and recurring gaps, informing tailored, actionable recommendations. These insights will not
only support strategic planning at the organisational level but also provide valuable input for
policy-level interventions, ensuring the assessment toolkit’s outputs translate into meaningful

improvements across the sector.

A significant advancement planned is the implementation of the DMAT as an online toolkit.
This digital implementation will facilitate efficient data collection, real-time analysis, and
intuitive visualisation of assessment results. Furthermore, the online toolkit will directly link
stakeholders to relevant resources documented in D3.1, substantially enhancing user

experience and practical utility.
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Policy relevance and strategic implications

Within the context of the European Care Strategy, the assessment provides critical insights
into the current status and gaps in digital integration within I-LTC, offering policymakers

evidence to guide resource allocation and targeted interventions.

At a strategic governance level, the maturity assessment toolkit enables benchmarking against
Digital Decade targets, identifying precise areas where investment and policy efforts are

necessary to ensure universal digital access and integration in I-LTC.

Overall, the DMAT developed through Laurel presents a valuable asset for both organisational
self-assessment and broader policy formulation. By systematically identifying digital maturity
levels, gaps, and priorities, it provides a robust foundation for evidence-based policymaking,
strategic planning, and targeted resource allocation.

Laurel_D3.2_FirstReportLTC technologies_3.0_Final_UPM Page 30 of 65



* laurel

References

1)

)

®3)

(4)

®)

(6)

()

(8)

9)

(10)

(11)

(12)

World Health Organisation — Ageing and Health Unit, Integrated Continuum of Long-term
care [Internet]. World Health Organisation; 2015 [cited 2025 May]. Available from:
https://www.who.int/teams/maternal-newborn-child-adolescent-health-and-
ageing/ageing-and-health/integrated-continuum-of-long-term-care

Tian Y, Zhang Y, Wang S, Cheng Q, Meng L. Integrated care for older people based on
information and communication technology: a scoping review protocol. BMJ Open. 2022;
12: e061011. DOI: https://doi.org/10.1136/bmjopen-2022-061011

Currie WL, Seddon JJM. A cross-national analysis of eHealth in the European Union:
Some policy and research directions. Inf Manage. 2014; 51: 783-97. DOI:
https://doi.org/10.1016/j.im.2014.04.004

Fullaondo A, Hamu Y, Txarramendieta J, de Manuel E. Scaling-Out Digitally Enabled
Integrated Care in Europe Through Good Practices Transfer: The JADECARE Study.
International Journal of Integrated Care, 2024; 24(3):15, 1-11. DOI:
https://doi.org/10.5334/ijic.8605

Friedrich R, Le Merle M, Grone F, Koster A Measuring industry digitization: Leaders and
laggards in the digital economy. 2011. In Booz & Co., London

Thordsen T, Bick M. A decade of digital maturity models: much ado about nothing?
Information  Systems and e-Business Management. 2023: 21:947-976,
https://doi.org/10.1007/s10257-023-00656-w

Chanias S, Hess T How digital are we? Maturity models for the assessment of a
company’s status in the digital transformation. In Manag Report / Institut Fur
Wirtschaftsinformatik Und Neue Medien 2016:2(2):1-14

Williams, C, Schallmo, D, Lang, K, Boardman, L. Digital Maturity Models for Small and
Medium-sized Enterprises: A Systematic Literature Review. In : ISPIM Conference
Proceedings: The International Society for Professional Innovation Management
(ISPIM), 2019; pp. 1-15.

OchoaU, Rafael L; Pefia, JI Digital Maturity Models: a systematic literature review. In :
ISPIM Conference Proceedings: The International Society for Professional Innovation
Management (ISPIM), 2020; pp. 1-15

Healthcare Information and Management Systems Society, Digital Health Indicator:
Measure your healthcare outcomes [Internet]. Healthcare Information and Management
Systems Society [cited 2025 May]. Available from: https://www.himss.org/maturity-
models/digital-health-indicator/

Duncan R, Eden R, Woods L, Wong I, Sullivan C. . Synthesizing Dimensions of Digital
Maturity in Hospitals: Systematic Review. J Med Internet Res. 2022 Mar
30;24(3):€32994. doi: 10.2196/32994i, Appendix 2 Digital Maturity Dimensions and
Indicators. jmir_v24i3e32994 app2.docx

Flott K, Callahan R, Darzi A, Mayer E.A Patient-Centered Framework for Evaluating
Digital Maturity of Health Services: A Systematic Review. J Med Internet Res . 2016 Apr
14,;18(4):e75. doi: 10.2196/jmir.5047. PMCID: PMC4850277 PMID:27080852

Laurel_D3.2_FirstReportLTC technologies_3.0_Final_UPM Page 31 of 65


https://www.who.int/teams/maternal-newborn-child-adolescent-health-and-ageing/ageing-and-health/integrated-continuum-of-long-term-care
https://www.who.int/teams/maternal-newborn-child-adolescent-health-and-ageing/ageing-and-health/integrated-continuum-of-long-term-care
https://doi.org/10.1016/j.im.2014.04.004
https://doi.org/10.5334/ijic.8605
https://doi.org/10.1007/s10257-023-00656-w
https://www.himss.org/maturity-models/digital-health-indicator/
https://www.himss.org/maturity-models/digital-health-indicator/

L * laurel

(13) Pearce, F, Livingstone, A, Gould, G, Alexander, G, ‘Digital Maturity in Aged and
Community Care: The Current State and Resources Required’, 2023 Aged Care Industry
I.T Company, Australia.

(14) Pan, C. C. ; Pedros Barnils, N.; Jurgens, D.; Muellmann, S.; Janetzki, S.; Kolschen, J.;
Freye, M.; Dassow, H. H.; Lange, O.; Forberger, S.; Jahnel, T.; Schiz, B.; Gerhardus,
A. Developing and assessing Digital Public Health Interventions: A comprehensive
framework. 1st version. 2022 Leibniz Science Campus Digital Public Health, Bremen.

Laurel_D3.2_FirstReportLTC technologies_3.0_Final_UPM Page 32 of 65



W * laurel

Annex | — Additional digital maturity models,
frameworks and assessment tools

This annex contains a description of additional digital maturity assessment tools researched
for the development of the DMAT.

1. Introduction

The topic of digital maturity has evolved into a full-grown hype in the last decade, with the
emergence of the first model in 2011 (presumably Friedrich et al. 2011)@, It is widely assumed
that the level of an organisation’s digital maturity is directly linked to its performance®. Digital
Maturity is “the status of a company’s digital transformation” — it describes “what a company
has already achieved with regard to transformation efforts”.©® The term Digital Maturity Model
(DMM) refers to normative reference frameworks that organisations apply to determine their
present state of digital maturity and thus of their digital transformation across its various
building blocks and levels.® One characteristic of DMMs is their assessment of the
organisation’s status of digital transformation based on a set of predefined dimensions and
consecutive maturity levels. They offer guidance for the organisation’s digital transformation.
This design approach is referred to as a multidimensional orientation, which is suitable

considering the great complexity of the phenomenon DMMs intend to depict. ©

2. Digital Maturity of Organisations

Most Digital Maturity models focus on the maturity of the user entity to incorporate and use
digital technology to meet the needs and objectives of the user entity. Hence the focus is on
the maturity of the system/organisation to adopt/implement digital technologies rather than on

the maturity of the technology itself.

This approach is very pragmatic as regardless of the maturity and even the market success of
a given technology, if the user entity does not have the readiness and capacity to implement

the technology, it will not be successfully deployed.
Some of the most well-known digital maturity models are:

e MIT CISR Digital Maturity Model: Developed by the Massachusetts Institute of
Technology (MIT) Center for Information Systems Research (CISR), this model evaluates
an organisation’s digital maturity across four dimensions: strategy, organisation,
processes, and technology. It provides a comprehensive assessment of an organisation’s

digital capabilities and readiness for transformation
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Gartner’s Digital Maturity Model: Gartner's model focuses on five key areas: strategy,
organisation, operations, customer experience, and technology. It offers a structured
approach to assessing an organisation’s digital maturity and identifying actionable steps
for improvement

Deloitte’s Digital Maturity Model: Deloitte’s model examines digital maturity across five
dimensions: strategy, organisation, capabilities, insights, and customer experience. It
emphasizes the importance of aligning digital initiatives with business objectives and
fostering a culture of innovation.

McKinsey’s Digital Maturity Model: McKinsey’s model evaluates digital maturity across
four main areas: strategy, capabilities, organisation, and culture. It highlights the
importance of leadership, talent management, and digital mindset in driving successful
digital transformation

KPMG’s Digital Maturity Model: KPMG’s model assesses digital maturity across six
dimensions: strategy, organisation, customer experience, operations, technology, and
insights. It emphasizes the need for a holistic approach to digital transformation,
encompassing all aspects of an organisation’s operations.®

Forrester’s Digital Maturity Model: Forrester's model assesses 4 dimensions: Culture -
A company’s approach to digitally driven innovation, and how it empowers employees with
digital technology; Technology - A company’s use and adoption of emerging technology;
Organisation - How aligned a company is to support digital strategy, governance, and
execution; insights - How well a company uses customer and business data to measure

success and inform strategy.(”

3. Digital Maturity of Organisations in Health and Care

As digitally enabled healthcare has become a global objective due to the conviction that it is

one of the keys to achieving sustainable healthcare systems, there are now digital health

maturity models. Many of them have been addressed in Section 2.1 of this deliverable. Some

additional examples are:

Victoria’s Digital Health Maturity Model -This model was codesigned with Ernst and

Young and is built around nine pillars across four domains:

Alignment of leadership, oversight, and assurance
Investment and direction

Operational, program, technical and clinical governance

o 0o o p

Clinical, business and Information and Communication Technology (ICT) strategy.

The assessment results in the surveyed organisation being assigned a level:
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Level 1: Initial — Unpredictable, reactive and poorly controlled outcomes
Level 2: Basic — Desired outcomes identified, and some initiatives commenced
Level 3: Developing — Some desired outcomes achieved via strategic decision making

Level 4: Established — Coordinated approach to continuous improvement and

measurement

Level 5: Transformative — Coordinated and planned initiatives form part of a continuous

improvement loop.®

2. The Digital Maturity Self-Assessment guide developed by the UK National Health
Service measures the digital maturity of secondary care providers in England. It helps
individual organisations identify key strengths and gaps in the provision of digital services.

The assessment measures maturity against the following key themes:

a. Readiness: the extent to which providers are able to plan and deploy digital services
Capabilities: the extent to which providers are using digital technology to support
the delivery of care

c. Infrastructure: the extent to which providers have the underlying infrastructure in

place to support these capabilities.®

3. The Scirocco Maturity Model for Integrated Care was developed originally within the
context of the B3 Action Group on Integrated Care (of the European Innovation
Partnership on Active and Healthy Ageing). The SCIROCCO self-assessment tool is an
online self- assessment tool with an objective to assess a region's readiness for integrated
care and in its original iteration assessed 12 dimensions: Readiness to Change, Structure
& Governance, eHealth Services, Standardisation & Simplification, Funding, Removal of
Inhibitors, Population Approach, Citizen Empowerment, Evaluation Methods, Breadth of
Ambition, Innovation Management, and Capacity Building. The “e-Health Services

Dimension includes:

e Essential components to enable information-sharing, based on secure and trusted
services

o Digital first’ policy (where possible, move phone and face-to-face services to digital
services to reduce dependence on staff and promote self-service)

e Availability of fundamental building blocks to enable eHealth services (‘ICT
infrastructure’)

o Data protection and security designed into patient records, registries, online

services etc.
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¢ Enabling of new channels for healthcare delivery and new services based on
advanced communication and data processing technologies

e Address the risk of the Digital health divide.

The standardization and Simplification Dimension also addresses the use of technology

and assesses:

e Simplification of infrastructure

e Fewer integration points to manage

e Easier interoperability and procurement

¢ Consolidation of applications and data centres into fewer sites

¢ Regional standardisation on fewer (or single) solutions

¢ Ability to view and exchange medical data from different systems across diverse

care settings.?

4. Maturity of Digital Health Technologies

There is a growing body of literature on methodologies for evaluating digital health technology.

Some examples are:

1. Dr. Simon Mathews MD Assistant Professor of Medicine at Johns Hopkins Medicine,
published a blog pushing for more rigorous evaluation criteria for digital health solutions.

He has developed a six-step approach to evaluate digital health solution quality ¢4

a. Understand the conventional gold standard for managing, treating, and diagnosing
the condition of interest, and determine, recognise, and understand how
improvement is measured for that condition.

b. Identify whether the solution of interest uses the same approach identified in step 1,
or if it chooses a different path or approach.

c. Examine the evidence that supports the broad approach that the solution is
presenting. Even if the digital solution uses the gold standard approach, it is still
worth the rigor of this step, because using the gold standard does not always mean
the digital solution will meet the effectiveness threshold that you may be looking for.

d. Dig deep into how the solution has been tested in a real-world or experimental
setting.

e. Conduct an examination of regulatory filings, where applicable.

f. Conduct an evaluation of the clinical team to see if it includes those with the

experience to realistically manage and diagnose the condition of interest.

New digital healthcare solutions like mHealth, artificial intelligence (Al), and robotics have

brought with them a great potential to further develop healthcare services, but their
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introduction should follow the same criteria as that of other healthcare methods. They must
provide evidence-based benefits and be safe to use, and their impacts on patients and

organisations need to be clarified.

2. The Digi-HTA Framework ®? was developed by researchers at the University of Oulu
who evaluated state-of-the-art HTA methods using a literature review and interviews. The
domains in the framework are company information, product information, cost,
effectiveness, clinical safety, technical stability, data security and protection, usability and
accessibility, interoperability. Under each domain, there is a detailed list of criteria
guestions that need to be answered in evaluating the technology.

3. The TM-QC framework brings a technological and quality assurance perspective to
eHealth assessments and applies two phases. The first phase comprises seven
dimensions for classifying the service. For the second phase, a technical dossier is
compiled detailing system design, requirements, security standards, risk analysis, clinical
evaluation, and maintenance aspects. In addition, a quality assessment is performed on
three dimensions: (i) product requirements regarding patient safety and privacy, (ii)
product design, manufacturing, and testing, and (iii) economic evaluation and social
aspects. Following the quality assessment, a score is calculated and compared to a
predefined threshold.®®

4. A paper prepared for the Office of the Assistant Secretary for Planning and Evaluation,
Department of Health and Human Services in the US by the Lewin Group proposed a
definition of digital maturity for telemedicine programs 4. They point out that “one set of
terms that is used to describe stages of technological maturity includes “future,”
“experimental,” “investigational,” “established,” and “obsolete”. One approach to
evaluating telemedicine programs that accounts for technological maturity is taking a
staged approach modelled after the paradigm used for pharmaceuticals, i.e., preclinical

testing followed by evaluation at phases |, II, I, and IV.

5. Another framework that is a very practical tool for assessing digital health technologies is
an Evaluation Framework For Early-Stage Technologies that has been developed by

the Israel Ministry of Health.%

The first stage is Preparing for Technology Evaluation and includes three (3) dimensions:
Organisational Readiness; Collaborating with Startups; and Defining Unmet Needs. This
is followed by using the Evaluation Framework for Early-Stage Digital Health Technologies

that includes the following Assessment Categories:

e Health value and feasibility - Key question: To what extent does the technology

provide a solution to the unmet health need?
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¢ Organisational benefits and suitability - Key question: To what extent do the
technology and R&D program promote strategic organisational goals? To what
extent will they successfully integrate into current work processes?

e Economic value and feasibility - Key question: Does the technology’s
operational model guarantee long-term economic feasibility?

e Usability and social considerations - Key question: To what extent is the
technology suitable for use by the intended population(s)?

e Company capabilities - Key question: Does the company have the experience,
capabilities, and motivation to guarantee execution of the R&D project, as well as
long-term success? What advantages does it have over its competitors?

For each of the above assessment categories, there are tables providing a list of evaluation
parameters that can be adapted according to the needs and characteristics of each health

organisation. Some examples with especial relevance for Laurel are:

Characterising the e Who is the intended target population for the technology?
target population

e Is the technology intended for widespread use by all of your patients, or
for use by specific subgroups?

e Do any relevant subgroups present health outcomes that are different
than those of rest of the population?

e If so, to what extent are these differences influenced by behavioural
patterns (for example, a tendency to perform fewer screening tests or to
engage in smoking)?

e To what extent are these differences influenced by barriers the
subgroup might face to healthcare and healthy living (for example,
access to healthy food)?

Core suitability of e If any safety or effectiveness testing has been done on the technology

the technology to thus far, was the sample group representative of the target population

the target population (for example, in terms of demographic, geographic, and healthy literacy
considerations)? Can the results of these tests be generalized to the
target population?

e If the technology is based on an algorithm, what data was the algorithm
trained on? Does it accurately represent the target population? Do you
expect bias in any calculations due to the composition of the training
set?

e Do you foresee any gaps in or barriers to the technology’s effectiveness
when used by different subgroups? If so, what solutions may be
offered?

Usability e Is the technology suitable for use by all users in the target population,
with respect to sensorimotor, cognitive, and social considerations?

e Or are adjustments needed in order to make the technology more user-
friendly, and especially with respect to any relevant subgroups
(including cultural and digital literacy adjustments)?

e For example, how many steps are needed in order to achieve a given
task?

e How long will it take for a user to become proficient in using the
technology? Is training necessary?

e Are mathematical or clinical terms presented in a clear and
understandable manner to the target population?

e Is the technology available in the target population’s preferred
language, and is the technology culturally appropriate?
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e If not, to what extent is this expected to impact usability?

e Does the technology fill, or is it on track to filling, the requirements of
relevant accessibility standards?

e Will users need to pay to use the technology? If so, does the intended
price suit the target population’s financial capabilities?

e In light of the above, how can the technology be adapted to better suit
relevant subgroups?

Technological

o e Does the company have the technological capabilities and experience
capabilities

needed to execute tasks necessary for the project?

e Has the company developed other products in the past, and how similar
are they technologically to the product in development now?

e Does the company have any registered patents?

e If so, in what fields, and are they relevant to the project?

e If this is the company’s first product, you may refer to the technological
expertise of the staff before they joined the company

Business

Sk e Does the company have other products or services on the market?
capabilities

Does it have paying customers?

e Does the company have experience working with health organisations
in Israel or abroad?

e Has it successfully deployed its products in health organisations, and if
not, why?

e Does the company have a clear business model that will ensure long-
term survival and profitability?

e How long has the company been running?

e What is the likelihood that the company will be able to fund its activities
for the next year?

e Does the company currently have an income?

e Has it fundraised for its activities? Is it enough for the project?

e Who are the company’s investors? Are they repeat and/or strategic
investors?

e Business capabilities

e What is the technology’s level

Technological
maturity and
company
preparedness to
complete
development

o What is the technology’s level of maturity?

e Is it ready for the proposed project?

¢ If not, what gaps in its development need to be filled, and what is the
timeline for filling them?

e Does the company have a clear plan for bringing their product to
market, including regulatory and business aspects?

e Is the company primed to meet any regulatory demands?

After collecting responses to the parameters in each assessment category, it is recommended

to answer its respective key question and assign a score from 1-5.

Due to the emphasis on digital transformation of health and care, new evaluation frameworks
continue to be developed. While there are too many to list them all here, it is worth exploring
three additional evaluation frameworks for digital health technologies that have been
developed by leading organizations in the area of healthcare and digital health policy. Links

are provided to enable readers to access them:

1. Evidence Standards Framework for Digital Health Technologies, published by the United

Kingdom's National Institute for Health and Care Excellence (NICE)
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https://www.nice.org.uk/Media/Default/ About/what-we-do/our-programmes/evidence-

standards-framework/digital-evidence-standards-framework.pdf

Guide to Evaluating Health Information Exchange Projects, published by the United States
Agency for Healthcare Research and Quality of the Department of Health and Human
Services (HHS)

https://digital.ahrg.gov/sites/default/files/docs/page/quide-to-evaluating-hie-projects.pdf

Monitoring and Evaluating Digital Health Interventions, published by the World Health
Organisation (WHO)

https://iris.who.int/bitstream/handle/10665/252183/9789241511766-
enq.pdf?sequence=1&isAllowed=y
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Annex Il - Laurel Digital Maturity Assessment Toolkit

1. Tool 1: Digital Maturity Questionnaire for Organisations

This section describes the first part of the DMAT toolkit, which assesses the digital maturity of
the organisation, focusing on governance, IT capabilities, workforce digital skills,
interoperability, strategic planning, data analytics, patient-centred care, cybersecurity, and

ethical considerations.

Organisational digital maturity is a multidimensional concept that reflects an organisation’s
ability to effectively adopt, integrate, and sustain digital technologies to improve service
delivery, care quality, efficiency, and responsiveness. The various components assessed in
this tool—governance, IT capability, workforce skills, interoperability, strategic alignment, data
analytics, patient-centred care, and cybersecurity—are deeply interconnected and must evolve

in a coordinated manner to foster meaningful digital transformation.

A clear digital governance and management structure ensures that leadership drives
innovation, aligns priorities, and manages risks, setting the foundation for sustainable digital
change. Strong IT capabilities and infrastructure must be supported by a digitally skilled
workforce that can effectively utilize tools for care coordination and service delivery.
Interoperability ensures seamless data flow across departments and with external partners,
which is essential for data-driven decision-making and the generation of actionable insights
through analytics.

Moreover, digital transformation must align with organisational goals through strategic
planning, ensuring that investments in technology contribute to clinical, operational, and
financial outcomes. Patient-centred care can only be achieved when digital tools are designed
to empower individuals, engage families, and co-create services. Lastly, cybersecurity
underpins the trust and safety of digital systems, ensuring that sensitive data is protected, and

resilience to digital threats is maintained.

Each of these dimensions is not standalone; instead, they mutually reinforce one another.
Progress in one area supports maturity in others, enabling a holistic and resilient digital

ecosystem that ultimately benefits both the organisation and the populations it serves.

1. Organisation

1.1.Name of Organisation responsible for the I-LTC initiative

1.2. Type of organisation o Profit
o Non-Profit
o Public
o Private
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o Hospital
o Community Service
o Other

1.3.Size: Number of employees:

Number of patients/clients served (if applicable):

1.4. Type of services provided: o Healthcare
o Social care
o Home care
o Residential care
o Digital health solutions provider

2. Level of Digital Maturity of the Organisation

2.1. Digital Governance and Management

This section assesses the extent to which your organisation has formalized and committed leadership,
along with established policies, procedures, structures, and workflows.

Please respond to the following questions regarding indicators of digital governance and
management. The average score will determine the final rating.

Leadership and management
0. Not at all 1. Little 2. Somewhat 3. To a large extend 4. To a great extend

Does your organisation have a structured digital transformation strategy led

by senior management? boL 2 3| 4

How effectively does leadership foster innovation and digital adoption? o 1 2 3| 4

Are departments coordinated to support digital initiatives and cooperation? 0O 1| 2 3 4

Change management

0. Not at all 1. Little 2. Somewhat 3. To a large extend 4. To a great extend
Does your organisation have a structured approach to digital change o 1 2 3 4
management?

Are employees supported and trained to adopt new digital workflows? 0 1| 2 3| 4

Cultural values

0. Not at all 1. Little 2. Somewhat 3. To a large extend 4. To a great extend

Does leadership promote accountability and innovation in digital
transformation?

Are employees actively involved in digital decision-making? 0O 1| 2 3| 4
0. Not at all 1. Little 2. Somewhat 3. To a large extend 4. To a great extend
Are standardized guidelines and policies in place for digital systems? 0O 1| 2 3| 4

Risk management
0. Not at all 1. Little 2. Somewhat 3. To a large extend 4. To a great extend

Does the organisation have risk management strategies to address

cybersecurity and privacy concerns? voL 2 g

Data governance
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0. Not at all 1. Little 2. Somewhat 3. To a large extend 4. To a great extend

Are there clear policies ensuring data security, integrity, and

interoperability? O 1 2 3

Does the organisation follow best practices in information governance and
compliance?

2. Level of Digital Maturity of the Organisation

2.2. IT Capability Evaluation

systems, technologies, and services that are both usable and effective.

Please respond to the following questions regarding indicators of IT capability. The average score will
determine the final rating.

Systems and services

This section assesses the extent to which your organisation has implemented IT infrastructure, digital

Some of the systems identified as being important to digital maturity include:

electronic medical records

clinical decision support systems

e-prescribing

PACS [hospital — not relevant to community care]

orders and results management

asset and resource optimization systems

remote and assistive care systems (telehealth, telemedicine)
mHealth

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Has the organisation implemented electronic health records (EHR) and
X o 1 2 3| 4
telehealth solutions?
Are digital tools used effectively for care coordination and decision-making? | 0 1| 2 3| 4
IT infrastructure
0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Is there a clear IT infrastructure roadmap supporting digital transformation? o 1 2 3 4
Does the organisation have a secure and scalable IT infrastructure for
L . o 1 2 3| 4
digital services?
0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Do digital systems ensure data accuracy, security, and reliability? 0 1| 2 3| 4
Are digital tools user-friendly for both healthcare professionals and
. o 1 2 3| 4
patients?
Notes:

2. Level of Digital Maturity of the Organisation
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2.3. People, skills and behaviours

This section assesses the extent to which stakeholders, both internal and external to the healthcare
organisation, are digitally literate and motivated to leverage digital health systems.

Please respond to the following questions regarding indicators of people, skills, and behaviours. The
average score will determine the final rating

Education and training

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Does the organisation provide training for health and care professionals
) - 0o 1 2 3 4
and patients on digital tools?

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Do staff actively share digital knowledge and apply best practices in digital
0o 1 2 3| 4
health and care?

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Are health and care professionals and patients digitally competent in using
. o 1 2 3 4
health technologies?
Technology usage
0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Are digital systems used as intended to improve care delivery and

efficiency? Wins s g«

2. Level of Digital Maturity of the Organisation

2.4. Interoperability

This section assesses the extent to which data and information can be exchanged between systems
within the organisation, across care settings, and with patients, caregivers, and families.

Please respond to the following questions regarding indicators of interoperability. The average score
will determine the final rating.

External interoperability

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Can the organisation share patient data with external partners, care
providers, and caregivers?

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Are internal systems well-integrated to enable seamless coordination
0o 1 2 3 4
across departments?
Semantic interoperability

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Are digital systems designed to interpret and exchange information

. 0o 1 2 3| 4
effectively across platforms?

Syntactic interoperability

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
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Does the organisation follow common data standards to ensure data
accuracy and compatibility?

2. Level of Digital Maturity of the Organisation
2.5. Strategy

This section assesses the extent to which the organisation has developed and implemented a
strategic plan to achieve its goals and objectives.

Please respond to the following questions regarding indicators of strategic planning. The average
score will determine the final rating

Strategic adaptability

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Can the organisation adapt its digital strategy to internal and external

changes? SN g |14

Does leadership foster a culture of innovation and responsiveness to new
technologies?

Strategic alignment

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Is the digital strategy aligned with the organisation's broader goals and
operations?

Do IT and digital health investments support clinical, operational, and
financial priorities?

Strategic focus

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Does the organisation evaluate measurable goals and outcomes for digital

initiatives? o 1 2 3 4

How well does the strategy focus on quality, safety, sustainability, and cost-
effectiveness?

2. Level of Digital Maturity of the Organisation

2.6. Data analytics

This section assesses the extent to which the organisation utilizes data collected in its digital systems
for effective decision-making to benefit the organisation, patients, and population health.

Please respond to the following questions regarding indicators of data analytics. The average score
will determine the final rating

Descriptive analytics

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Does the organisation use historical data and reports to improve decision-

making and optimize health and care operations? ¢

1 4

2 | 3

Syntactic interoperability

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
To what extent does the organisation leverage predictive models and Al-

driven insights to anticipate healthcare and social care trends and improve o 1 2 3| 4
outcomes?
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2. Level of Digital Maturity of the Organisation

2.7. Patient Centred Care

This section assesses the extent to which patients, caregivers, and families can actively participate in
their health decisions, access information and health data, and co-create services and service
delivery.

Please respond to the following questions regarding indicators of patient-centred care. The average
score will determine the final rating

Patient empowerment

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend
Does the organisation enable patients to access their health and social
. . ; ; o o 1 2 3| 4
data and actively participate in their care decisions?
Patient focus
0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

To what extent are patients, caregivers, and families involved in designing

health and care services and solutions? g Loz g4

2. Level of Digital Maturity of the Organisation

2.8. Cybersecurity

This section assesses the extent to which cybersecurity protections, practices, policies, and processes
are implemented within the organisation.

Please respond to the following questions regarding indicators of cybersecurity. The average score will
determine the final rating.

Cybersecurity leadership, policy development and coordination

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

Does the organisation have strong cybersecurity leadership, well-defined
policies, and proactive measures to prevent and respond to threats?

Cybersecurity level and metrics

0. Not at all ‘ 1. Little ‘ 2. Somewhat ‘ 3. To a large extend 4. To a great extend

To what extent does the organisation track, measure, and respond to

cybersecurity risks and incidents using defined metrics? ¢

1 4

2 | 3

Note:
Indicators for cybersecurity:

High-level cybersecurity leadership

Cybersecurity policy development and coordination

Level of preparedness

Metrics such as # of intrusion attempts, security incidents, mean time to detect, resolve and
contain cybersecurity incidents
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2. Tool 2: Digital Maturity Questionnaire for I-LTC Initiatives

This section describes the second part of the DMAT toolkit, which assesses the digital maturity
of I-LTC initiatives. Evaluating the digital maturity of Integrated Long-Term Care initiatives
requires a comprehensive understanding of how various elements contribute to the initiative’s
effectiveness, sustainability, and impact. The components included in this tool -system
readiness, service development, technology maturity, business readiness, and the
effectiveness of digital services- are not isolated metrics, but interdependent pillars that

determine the overall success and scalability of a digital care initiative.

System readiness lays the foundation, reflecting whether the health and social care ecosystem
is prepared to adopt and integrate innovative services at scale. This must be paired with
service readiness, which examines whether the specific care services offered are co-designed,
validated, and aligned with real user needs. These services are brought to life by technological
solutions, whose maturity -from concept to full-scale use- directly affects implementation and

user experience.

However, technology alone is not enough. Business readiness, when applicable for
assessment, ensures there is a viable, sustainable model behind the initiative, whether the
goal is public service delivery or commercialization. Complementing this, interoperability,
information sharing, usability, and data protection shape the operational reality -defining how
well the technology integrates across systems, respects user privacy, and is accessible to

diverse populations.

Finally, a mature I-LTC initiative must demonstrate a positive societal impact and be grounded
in strong ethical frameworks. Addressing equity, transparency, community engagement, and
the rights of vulnerable populations ensures the initiative is not only efficient but also just and

sustainable.

These components are mutually reinforcing: a well-integrated digital service needs supportive
policies, an informed and prepared workforce, secure and interoperable technologies, and a
user-driven design. Gaps in one area can compromise progress in others. Therefore,
assessing digital maturity holistically enables a deeper understanding of the initiative’s

potential for scaling, replicability, and long-term value to individuals and society.
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1. Name of Organisation responsible for the I-LTC initiative

2. Description

2.1 Target population (e.g. age, gender, physical and mental status, medical condition etc.)

2.2 Specific services provided
1)
2)
3)

2.3 Objectives of the service(s)
1)
2)
3)

3. Maturity of the initiative: System Readiness Assessment

The system readiness assessment intends to assess how far the health and care system is ready to
deploy at large scale a I-LTC initiative

Please select the level that best fits the current status of the Initiative.

No recognition of a need to change SyRL 1
Need for Change Acknowledged, But No Clear Plan or Vision SyRL 2
Dialogue Consensus-Building Underway, with Informal Collaborations SyRL 3
Clear Vision Starting, Governance Structures in the Organisation/ Initiative Level SyRL 4
Roadmap for Change Established, Governance Structures More Defined SyRL 5
Political and Public Support for Integrated Care Grows SyRL 6
System Implemented, with Broader Adoption SyRL 7
Integrated Care Fully Established, with Nearly All Stakeholders Involved SyRL 8

O 00000 o0oao

Integrated Care Fully Realized, Widespread Support SyRL 9

3. Maturity of the initiative: Service Readiness Assessment

Service # 1:

This needs to be done separately for each Service that is or will be provided. Please select the level
that best fits the current status.

O Demand: Needs Analysis. Capturing drivers and scoping for change SRL 1

O Market/Gap Analysis; Best Practice. User readiness to change a process or create

SRL 2
a new one

O Current State Understood/Accepted. Technology identified as an enabler for the
desired change

SRL 3

Laurel_D3.2_FirstReportLTC technologies_3.0_Final_UPM Page 49 of 65



** %

*

*

»

* %
3
p—
w
cC
@
g—
)

O Future State Options Co-Designed. Service prototype developed, tested and

validated in lab SRL 4

O Future State Accepted in Principle. Evidence of the benefits of the service has

been assessed with a statistically significant number of users and non-users SRb D

O Change Pilot Test. Wide-scale adoption: The service (with its technology solution)
is adopted by its users and non-users

SRL 6

O Evaluation and Evidence Concluded. The organisation supporting the service has

been adapted as appropriate SR

O Develop Case for Scale. The service has been rolled out to its target population SRL 8

O Service Change Implemented SRL 9

3. Maturity of the initiative: Digital Solution/Technology Readiness Assessment

Service # 1:

Digital Solution/Technology #1 (Including type, features and product name if it already exists):

For each service assessed above, describe in detail the digital solutions/ technology (ies) selected to
support/implement the service and their status. If there is more than one digital solution/technology for
a given service, assess each technology separately using the following scale. Please select the level
that best fits current status.

Basic research. Principles behind the technology postulated and observed but not

O . . TRL 1
experimental proof available

O | Technology formulation. Concept and application have been formulated. Potential TRL 2
applications identified

O | Applied research. First laboratory tests completed; proof of concept TRL 3

O Small scale, rudimentary prototype built in a laboratory environment (“ugly” TRL 4
prototype)

O Large scale prototype tested in intended environment TRL 5

O Prototype system tested in intended environment close to expected performance TRL 6

O Demonstration system operating in operational environment at pre-commercial

TRL 7
scale

O | The technology has been prepared for commercial production, with any

manufacturing and scalability issues addressed. It is now available as a Product LS

O | The technology is in full commercial use and available for consumers. It has

undergone real-world validation and is fully operational in its target markets LS

Note: here, ‘intended environment’ includes home, urban or rural community, health institution, long
term care institution
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INFORMATION SHARING

Please select the box below that best describes the current level.

.

O

Level 1 — Disconnected
(Siloed Information)

Level 2 — Basic
(Ad Hoc Information Sharing)

Level 3 — Intermediate
(Partial Digital Sharing)

Level 4 — Advanced
(Standardized Sharing)
Level 5 — Comprehensive

(Integrated Cross-Sector Sharing)

Level 6 — Optimized
(Dynamic & Predictive Sharing)

Information systems are entirely siloed. There is no
electronic data sharing between departments or with
external organisations.

Occasional manual information sharing occurs, with
minimal and non-standardised electronic exchange be-
tween a few departments.

Some digital systems are in use, enabling limited shar-
ing between departments or organisations. However,
interoperability and compatibility issues remain.

Standardised systems and protocols (e.g., HL7, FHIR)
are used for information exchange within the organisa-
tion and with some external partners. Integration is
present but not yet complete.

Seamless information sharing across health and social
care sectors is enabled through integrated systems
and common data standards.

Real-time, cross-sector information sharing is enabled
with predictive analytics and Al tools, supporting proac-
tive care coordination and interventions.
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INTEROPERABILITY

Please select the box following the level description below.

.

O Level 1 - Initial The I-LTC service’s digital systems are isolated, with
(Ad hoc) no ability to share information between departments
or with external entities, and data transfer relies on
manual processes.

O Level 2 -Basic The I-LTC service allows some limited digital infor-
(Isolated efforts) mation sharing, but only through manual or isolated
efforts without standardized protocols.
O Level 3-Intermediate Digital systems are in place to allow some automated
(Partial integration) sharing of information between certain departments

or organisations, but with significant limitations and
interoperability issues.

O Level 4 - Advanced The I-LTC service is able to share information con-
(System-wide integration) sistently across its internal systems, using standard-
ized protocols, although integration with external
partners remains limited.

O Level 5- Comprehensive The I-LTC service is full interoperability, enabling
(Cross-organisational integration) seamless information sharing between multiple or-
ganisations and systems, including external health
and social care partners.

O Level 6 — Optimized The I-LTC service supports real-time, dynamic data
(Dynamic, Real-time interoperabil- exchange across all systems and organisations, in-
ity) cluding external partners, with adaptive systems that

allow for evolving interoperability standards and tech-
nologies.

To assist you in choosing the level of interoperability that best describes the digital solution, the fol-
lowing are some concrete “yes/no” questions that may help. These are not meant to be scored but
rather to help you assess.

e Is the digital solution compatible with the typical devices patients use (i.e., can they be used on
personal phones, tablets, TV/iTV or computers)?

e Can the digital solution communicate to/from the home setting to other care settings (commu-
nity, primary care, secondary care)?

e Does the digital solution use open API to allow future enhancement and adaptation with digital
inflation?

e Can the digital solution communicate with the IT programs already in place in the community
services?

e Can the digital solution communicate to/from the community setting to the other three care set-
tings (home, primary care, secondary care)?

e Can the digital solution communicate with the IT programs already in place in the GP services?

e Can the digital solution communicate to/from the primary care setting to the other three care
settings?

e Can the digital solution communicate with the IT programs already in place in the hospital ser-
vices?

e Can the digital solution communicate to/from the secondary care setting to the other three care
settings (home, community, primary care)?

e What are the Organisation’s existing procedures for information exchange?

e Are there any organisational culture issues that might prohibit use of the system?
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ACCESSIBILITY AND USABILITY

Please select the box below that best describes the current level

.

O

Level 1 - Initial
(Minimal Consideration)

Level 2 — Basic
(Isolated Considerations)

Level 3 — Intermediate
(User-Centred Design)

Level 4 — Advanced

(Compliance with Accessibility Stand-
ards)

Level 5 - Comprehensive
(Inclusive Design for All Users)

The I-LTC service’s digital system accounts for
accessibility or usability in its design, but the in-
terface is complex and difficult for users, in-
cluding those with disabilities, to navigate.

There are isolated efforts to improve usability
or accessibility in the I-LTC service’s digital
tools, such as making parts of the system sim-
pler for certain users, but without a comprehen-
sive approach.

The I-LTC service incorporates user feedback
to improve its digital system's usability, with
some basic accessibility features such as text
resizing or simplified navigation for users with
disabilities.

The I-LTC service adheres to recognised ac-
cessibility standards (e.g., WCAG 2.1) and en-
sures that the system is usable for individuals
with various impairments, providing multiple in-
put methods and support for different devices.

The I-LTC service’s digital system is fully inclu-
sive, offering a consistently positive user expe-

rience for a diverse range of users, including
those with disabilities, low digital literacy, and
non-native speakers.
O Level 6 - Optimized
(Adaptive and Personalized Usability)

The I-LTC service’s digital system offers per-
sonalized and adaptive features that automati-
cally adjust to individual user preferences,
providing an optimized, seamless experience
tailored to the unique needs of each user.

As a means of determining the level of accessibility and usability, the following questionnaire may
be useful:

Are patients using the digital solution as they are intended to (i.e. logging on to it, inputting into
it, staying on it for a prolonged length of time)?

Are patient activation scores higher after using it?

Is patient summary data displayed by default in information exchanges?

Is the digital solution accessible for people with special needs?

Are community clinicians, social service personnel and caregivers using the digital solution as
they are intended to?

Have service leaders explained the importance of using the system?

What is the volume of data transmitted from community services?

How long do community service staff and patients stay logged into the system?

Are GPs using the system?

What is the volume of data transmitted from GP services?

How long do GP service staff and patients stay logged into the digital solution?

Are hospital staff using the digital solution?

Have service leaders in the hospital explained the importance of using the digital solution?
How long do acute service staff and patients stay logged into the system?

What is the volume of data transmitted from acute services?
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DATA SECURITY AND PRIVACY

Please select the box following the level description below.

.

O

Level 1 — Initial
(Ad Hoc and Unsecured)

Level 2 — Basic
(Isolated Security Measures)

Level 3 - Intermediate
(Standardized Security Practices)

Level 4 — Advanced
(Proactive Data Protection)

Level 5 — Comprehensive

(Integrated Security and Privacy Frame-
work)

Level 6 — Optimized
(Adaptive and Predictive Security)

The I-LTC service does not have any formal
data security or privacy policies in place. Data
protection efforts are largely ad hoc, incon-
sistent and data protection is handled on a
case-by-case basis.

Security measures are minimal and are not ap-
plied consistently across the organisation.
There are basic security measures, such as
passwords or minimal encryption, but without a
comprehensive approach to protecting per-
sonal and health data.

The I-LTC service has standardized security
and privacy practices, including data encryp-
tion, regular audits, and compliance with basic
privacy regulations such as GDPR but there
may still be gaps.

The I-LTC service employs proactive data se-
curity measures, such as real-time monitoring
and threat detection, multi-factor authentica-
tion, and regular risk assessments, with tight
control over access to sensitive data.

The I-LTC service has fully integrated security
and privacy into its core operations, ensuring
encrypted data flows, automated compliance
with regulations, and secure data-sharing pro-
tocols across all systems.

The I-LTC service uses adaptive and predictive
security systems that respond to emerging
threats in real-time, with continuous updates
and alignment with the latest data privacy regu-
lations and technologies.

SOCIETAL IMPACT

From the perspective of the I-LTC initiative this scale assesses the extent to which a digital solu-
tion for long-term care services addresses the needs of its beneficiaries, the beneficiaries’ families,
and potentially the community of which the beneficiaries are a part. From this perspective societal
impact or outcomes can be satisfaction, increased social interaction and involvement, gender
equality, increased community cohesiveness, cost savings, increased participation in community
activities, etc. While beyond the scope of this questionnaire this scale can also be used by policy-
makers looking at the initiative from a health and care system perspective.

Please select the box below that best describes the current level.

.

O

Level 1 — Minimal Impact
(Unclear or Indirect Social Impact)

The societal impact is unclear or not directly
addressed by the service’s activities. The I-
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LTC service does not have a clear under-
standing of its societal impact, or the social
outcomes of its activities.

Level 2 — Basic Impact The I-LTC service generates localized societal

(Localized and Reactive Impact) benefits, addressing social needs on a case-
by-case basis but without a consistent strategy
for broader or systemic impact.

Level 3 — Intermediate Impact The I-LTC service has implemented a struc-

(Structured but Limited Social Impact) tured approach to societal impact, with defined
beneficiaries and basic metrics for evaluating
outcomes, but its scale is still limited and not
fully integrated across operations.

Level 4 — Advanced Impact The I-LTC service has an integrated societal

(Integrated Social Impact Strategy) impact strategy, regularly measuring its out-
comes and working with partners to broaden
its reach and improve the quality of life for its
beneficiaries.

The following questions may be helpful in assessing the level of societal impact of the digital solu-
tion.

What is the impact to patients in terms of personal health and social outcomes?

What is the impact to patients in terms of their experience of care? (i.e., does it make accessing
services and treatments easier? Does it make them feel more involved in their care?)

What is the cost to patients?

What is the impact to Community services in terms of structure, process, outcomes and fi-
nances?

Does the digital solution have signalling capabilities to alert community care when costly ser-
vices are being requested?

What is the impact on GP services in terms of structure, process, outcomes and finances?
Does the digital solution have signalling capabilities to alert primary care when costly services
are being requested?

What is the impact to secondary care services in terms of structure, process, outcomes and fi-
nances?

Does the digital solution have signalling capabilities to alert acute care when costly services are
being requested?

ETHICAL ISSUES

Ethical issues include aspects such as: fairness, transparency, accountability, rights of individuals,
gender equality, freedom of expression, and non-discrimination.

Please select the box most appropriate to the level description below.

.

O

Level 1 — Unconsidered The I-LTC service does not currently have any
(No Ethical Framework) formal guidelines or processes for addressing
ethical concerns related to individuals, groups,
or the broader society affected by its services.

Level 2 — Basic Ethical concerns, such as conflicts between

(Awareness of Ethical Risks) stakeholders or potential risks to individuals
are acknowledged but handled inconsistently,
and only as they arise, on an ad-hoc basis.

Level 3 — Intermediate The I-LTC service incorporates basic ethical
(Ethical Consideration in Operations) considerations into some operations, such as
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O Level 4-Advanced
(Proactive Ethical Management)

O Level 5-Comprehensive
(Ethical Leadership and Transparency)

O Level 6 - Optimized
(Ethically Driven and Sustainable Impact)

partially identifying key stakeholders and miti-
gating risks.

There are formal processes in place within the
I-LTC service to proactively manage ethical
concerns, including stakeholder engagement
and mitigation of conflicts, along with resource
usage accountability.

The I-LTC service operates with a comprehen-
sive ethical framework, ensuring transparent
decision-making, responsible resource use,
and robust management of societal impacts
and stakeholder conflicts.

The I-LTC service is considered a leader in
ethical practice, with fully integrated ethical
guidelines, sustainable resource use, continu-
ously evolving and setting standards for sus-
tainability, societal impact, and stakeholder en-
gagement.

Service # 2 supported by Digital Solutions / Technologies:

...(same as above)

The tool should be repeated as many times as there are services to be evaluated.

Note: the supporting questions in this section are based on the article: “A Patient-Centered
Framework for Evaluating Digital Maturity of Health Services: A Systematic Review” (12)
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Annex Il - Application of the Preliminary Digital
Maturity Assessment Toolkit in Manresa

This report summarizes the results of testing the Preliminary version (prototype) of the Digital
Maturity Assessment Toolkit (DMAT) for Integrated Long-Term Care (I-LTC) Care Services
with the use case of Servicios Integrados de Salud Social / Serveis Integrats de Salut Social -
SISS Manresa, focusing on its innovative use of technologies to enhance care delivery. The
toolkit was applied to evaluate the readiness and maturity of various digital solutions and their

integration into SISS Manresa’s long-term care system.

1. Tool number 1: Readiness Level Assessment

The assessment with Tool number 1: Readiness Level Assessment considered four key
readiness dimensions: Technology Readiness Level (TRL), Service Readiness Level (SRL),
Business Readiness Level (BRL), and System Readiness Level (SyRL). The evaluation
highlights the status of technologies, service deployment, business viability, and systemic
integration.

Technologies For Service Development

1. Software for Professionals: A platform where all professionals have access to information
about individuals, their health, social care, and caregiver details (like a medical record).
Currently working on integrating bidirectional data flows, encompassing health and social

data from different providers and systems.

2. Al Technology for Home Monitoring: Al-powered technology to monitor individuals at
home, ensuring their safety, fall prevention, and tracking state changes based on received

alerts.

3. Caregiver Portal: A portal that provides caregivers with personalized information,

resources, and videos tailored to their specific needs.

4. Al Predictive Analytics: Al is used to predict an individual’s state in areas like health and
living conditions. It can also forecast resource needs and monitor individuals' progress over

time.

Readiness Level of Tool# 1 Level assessed by SISS Manresa

1. Software for Professionals TRL 9

2. Al Technology for Home Monitoring TRL 9
3. Caregiver Portal TRL 6

4. Al Predictive Analytics TRL 9

TRL
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SRL 8 (Service implemented in SISS Manresa and operational,
soon to reach 9 with scaling to 2,500 individuals).

BRL BRL 9 (Commercially available for public and private buyers).

SyRL 8 (Coordination among all stakeholders, a prioritization
SyRL method for individuals, and shared information accessible to all
professionals).

Conclusion

The assessment of Readiness Level reveals that SISS Manresa’s long-term care services are
at an advanced stage of digital maturity. Key technologies, such as the Software for
Professionals and Al Technology for Home Monitoring, have reached full operational readiness
(TRL 9), while the Caregiver Portal is progressing towards full deployment. The system
demonstrates strong service integration (SRL 8) with ongoing scalability efforts, robust
commercial readiness (BRL 9), and near-complete systemic alignment among stakeholders
(SyRL 8). These results highlight SISS Manresa’s leadership in leveraging digital solutions for
impactful, efficient, and scalable long-term care services. With further scaling efforts, the
system is well-positioned to achieve full integration and operational excellence across all

dimensions.

2. Tool number 2: Dimension Maturity Assessment

The assessment with Tool number 2 Dimension Maturity Assessment considered the following
six dimensions: information sharing, interoperability, accessibility and usability, data security

and privacy, societal impact, ethical issues.

Dimensions of Tool# 2 ‘ Level assessed by SISS Manresa
Information sharing Level 5
Interoperability Level 4
Accessibility and usability Level 4 -5
Data security and privacy Level 4
Societal impact Level 3-4
Ethical issues Level 4

The detailed description of each dimension and related levels is included below. The

highlighted colour indicates the current level assessed by SISS Manresa.

Dimensions Maturity Scales

The tables below were developed as part of the prototype version to assess specific maturity
scale dimensions. The results of this initial prototype were considered in the design of the

DMAT and the questionnaires presented in Annex 2.
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Information sharing

This scale reflects the transition from completely disconnected systems to a fully integrated,

dynamic, and predictive information-sharing environment that encompasses both health and

social care.

Level
n.

Level Description

Disconnected (Siloed Information)

Information is stored in isolated systems within individual departments or organisations, with
no communication or sharing across entities. Data is manually transferred when necessary,
leading to delays, inaccuracies, and information gaps. Health and social care providers
operate independently, with no established protocols for sharing information.

Key challenge: Lack of data flow between systems, leading to inefficiencies and incomplete
care coordination.

Basic (Ad Hoc Information Sharing)

Some information sharing occurs, but it is infrequent and relies on highly manual processes
or semi-digital, such as email or physical document exchanges. Certain departments or
organisations may exchange data, but there is no standardized protocol for doing so.
Information is shared reactively, based on specific requests, and often results in duplication
of efforts.

Key challenge: Inconsistent and unreliable information sharing, with high potential for errors.

Intermediate (Partial Digital Information Sharing)

Information sharing is digitized in parts of the organisation or network, typically through
specific systems or software. Some departments or organisations use electronic health
records (EHRSs) or other digital platforms to exchange data, but the process is still limited to
certain actors, and interoperability issues remain. Social care (and also smaller or
specialized healthcare entities) information may still be excluded or not fully integrated.

Key challenge: Fragmented digital information systems and inconsistent participation by
different organisations.

Advanced (Standardized Information Sharing)

Information is shared through standardized digital systems that ensure data is exchanged
consistently across the health and social care network. National or regional standards, such
as HL7 or FHIR, are used to enable secure and reliable data exchange. Information from
health and social care providers is available to authorized parties, but integration may still be
limited to certain use cases or organisations.

Key challenge: Ensuring full participation and data exchange across all relevant actors in the
care continuum; achieving full interoperability, even with standards in place (due to differing
implementations, versions, or data interpretation methods)

Comprehensive (Integrated Information Sharing Across Sectors)

Health and social care systems are fully integrated, allowing for seamless, real-time sharing
of information across all relevant stakeholders. Systems across hospitals, long-term care
facilities, social services, and home care are interconnected, providing a comprehensive
view of the patient’s health and social situation. Standardized protocols for data exchange
are universally adopted, and data is shared securely and in compliance with regulatory
requirements.

Key challenge: Maintaining high-quality data sharing while ensuring security and privacy
across different sectors; eliminate barriers to achieve full integration (e.g. regulatory
discrepancies, technological readiness, different levels of technological adoption across
sectors)

Optimized (Dynamic and Predictive Information Sharing)
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Information sharing systems are fully optimized, with dynamic, real-time data flows across
all sectors of health and social care. Predictive analytics and Al are used to provide
proactive insights, enabling early interventions and improved outcomes. Information
systems are adaptive, evolving with emerging technologies and regulations, and data is
shared in a way that facilitates personalized and coordinated care for individuals.

Key challenge: Continuously evolving the system to leverage new technologies while
maintaining data security, privacy, and user trust; new risks such as data overload, incorrect
predictions due to biased models, or lack of transparency, which could affect user trust.

Interoperability

This dimension maturity scale gradually moves from isolated, manual processes to real-time,

cross-organisational data sharing. It captures the evolution of interoperability within the context

of long-term care services.

n.

Level

Level Description

Initial (Ad hoc)

Systems are largely siloed with no ability to exchange data. Any sharing of information is
manual, using non-digital methods (e.g., paper, phone calls). There is no standardisation of
data formats or protocols.

Key challenge: Lack of awareness of interoperability needs.

Basic (Isolated efforts)

Some digital tools are in use, but interoperability efforts are isolated and driven by individual
departments or providers (e.g., digital tools in use don’t support any form of digital data
exchange and digital systems are still siloed). Limited or no standardised protocols are
implemented, and data exchanges occur sporadically through manual or non-standard
processes.

Key challenge: Data sharing is inconsistent and difficult to scale, in fact even though digital

tools are used, they often do not support data exchange and interoperability remains manual
or isolated.

Intermediate (Partial integration)

Basic data sharing occurs between a few systems, but it is restricted to specific use cases
or organisations. Some standards for data formats and protocols (e.g., HL7, FHIR) are in
place, but interoperability is not yet system-wide. Data flow may still require manual
intervention or data re-entry.

Key challenge: Fragmented integration, limited scalability; some standards are only partially
implemented and manual intervention is still common in most cases, limiting efficiency

Advanced (System-wide integration)

Most systems within the organisation or care network are able to exchange data digitally
and automatically. Widely accepted standards for data exchange are used, enabling
smoother coordination between multiple stakeholders. However, integration across different
regions or external systems is limited.

Key challenge: Scaling interoperability across broader, external systems which can include
regulatory restrictions, differing technical architectures, or incompatible legacy systems.

Comprehensive (Cross-organisational integration)

Systems across multiple organisations and regions are fully integrated, enabling seamless
data exchange across care settings. Standardised data formats and protocols are
implemented universally. Data can flow securely between different healthcare providers and
long-term care institutions.
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Key challenge: Fine-tuning interoperability and ensuring alignment with diverse external
partners; despite high levels of integration, certain organisations or regions may still face
barriers due to technological or regulatory constraints

Optimized (Dynamic, Real-time interoperability)

Interoperability is fully optimised, with real-time data exchange and seamless integration
across all care systems and regions. Data flows dynamically across platforms, allowing for
6 immediate access to accurate and up-to-date information. The system can adapt to new
technologies and standards easily, enabling rapid scaling and innovation.

Key challenge: Maintaining and optimising continuous, real-time interoperability in a
dynamic digital ecosystem; system scalability related to managing large volumes of data in
real time while ensuring cybersecurity

Accessibility and usability

This scale guides the progression from minimal accessibility considerations to an optimized,

adaptive system that provides personalized usability for all types of users.

L?]vel Level Description
Initial (Minimal Consideration)
The system has little to no focus on accessibility or usability. Interfaces are complex, with
1 few if any accommodations for users with disabilities or non-technical backgrounds. There is
no formal process for evaluating user experience.
Key Challenge: Limited user adoption due to poor design and accessibility barriers.
Basic (Isolated Considerations)
Basic efforts are made to make the system somewhat user-friendly. Interfaces are improved
2 for certain user groups, but accessibility remains limited. Some features may be adapted for

ease of use, but there is no comprehensive strategy for usability or accessibility. Feedback
from users is infrequently gathered and applied.

Key challenge: Inconsistent user experience across different groups, leading to limited
accessibility, in particular for target users with specific needs or requirements.

Intermediate (User-Centred Design)

The design process incorporates user feedback and focuses on creating an intuitive
interface for a broader user base. Basic accessibility standards, such as contrast

3 adjustments, text resizing, and simplified navigation, are applied. However, the system lacks
full compliance with accessibility guidelines (e.g., WCAG) and still faces barriers for users
with more complex needs (e.g., vision impairments or cognitive disabilities).

Key challenge: Partial accessibility (e.g., navigation for screen readers), with usability
improvements that do not fully address diverse user needs and full WCAG 2.1 compliance

Advanced (Compliance with Accessibility Standards)

The system is designed to meet recognised accessibility standards, such as WCAG 2.1. It
provides support for users with various impairments (visual, auditory, motor, cognitive).
Usability testing is a standard part of development, and user feedback is actively sought and
incorporated into system updates. There is a focus on making the system usable by non-
technical audiences, and multiple input methods (keyboard, voice, etc.) are supported.

Key challenge: Ensuring ongoing compliance with accessibility standards as the system
evolves; adapting to emerging assistive technologies and keeping the system aligned with
evolving user expectations.

5 Comprehensive (Inclusive Design for All Users)
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The system is fully accessible to all user groups, including those with disabilities, low digital
literacy, and non-native speakers. It provides a consistent, positive user experience across
a wide range of devices and platforms (desktop, mobile, assistive technologies). Regular
usability testing with diverse user groups ensures that accessibility and ease of use are
maintained.

Key challenge: Balancing advanced features with maintaining simplicity and ease of use for
all users (e.g., need for language localization and considering cultural differences in
interface design for usability).

Optimized (Adaptive and Personalized Usability)

The system offers dynamic, personalized user experiences tailored to individual preferences
and needs. It uses Al or machine learning to adjust interface features, accessibility settings,
and content presentation in real-time. The system is continuously updated based on
ongoing user feedback, ensuring it remains highly intuitive and fully accessible to all users,
regardless of ability or background.

Key challenge: Continuously refining adaptive features while keeping the system inclusive

and intuitive for all; address user privacy concerns related to Al-driven personalization, and
the risks of Al biases that could negatively affect certain user groups.

Data security and privacy

This scale dimension moves from unregulated, ad hoc security to a fully optimized system that

adapts to emerging threats and regulatory demands, ensuring both security and privacy in a

dynamic digital ecosystem.

n.

Level

Level Description

Initial (Ad Hoc and Unsecured)

Data security and privacy are not formally addressed. Systems lack basic security
measures such as encryption or access controls. Personal and health information is stored
without proper protections, and there is no adherence to any regulatory standards.

Key Challenge: Highly vulnerable to data breaches and unauthorized access, putting user
information at risk; little to no adherence to regulatory standards.

Basic (Isolated Security Measures)

Some security measures are in place, but they are applied inconsistently. Limited encryption
may be used for certain data, and basic user authentication (e.g., passwords) is in place.
There is minimal awareness of privacy regulations, and compliance efforts are scattered.

Key challenge: Limited and fragmented security protections; presence of privacy protection
gaps; lack of formal governance around data privacy.

Intermediate (Standardized Security Practices)

Security and privacy practices are formalized and standardized across the organisation.
Encryption is used for sensitive data, and multi-factor authentication is applied. Policies for
handling personal data and ensuring privacy are aligned with recognised standards (e.qg.,
GDPR). Regular audits and vulnerability assessments are conducted, but there may be
gaps in coverage or implementation (e.g., under-resourced teams, legacy systems not
covered by security protocols, or inconsistent adherence to policies).

Key challenge: Ensuring consistent application of security practices across all systems and
processes.

Advanced (Proactive Data Protection)

The organisation actively monitors and protects data using advanced security technologies,
such as real-time threat detection and intrusion prevention systems. Compliance with
privacy regulations is fully embedded in daily operations, and regular risk assessments are
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conducted. Access to sensitive information is tightly controlled with role-based permissions,
and data is encrypted both in transit and at rest.

Key challenge: Maintaining a proactive stance in the face of evolving cyber threats and
privacy requirements; balancing automated systems with human oversight to avoid gaps in
detection

Comprehensive (Integrated Security and Privacy Framework)

Data security and privacy are fully integrated into the organisation's digital infrastructure.
Automated systems ensure continuous compliance with privacy regulations, and advanced
security protocols are implemented across all platforms and devices. User data is protected
5 through encryption, anonymization, and strict access controls. Incident response and
recovery processes are highly developed, enabling rapid mitigation of security breaches.
Key challenge: Keeping pace with new technological developments and increasing
regulatory complexity; maintaining automated compliance systems, especially when
regulations change unexpectedly or vary across regions

Optimized (Adaptive and Predictive Security)

The organisation employs adaptive and predictive security systems powered by Al and
machine learning to detect and respond to threats in real-time. Security and privacy
measures are dynamic and can automatically adjust based on emerging threats or changes
in regulatory requirements. Continuous improvement processes ensure that data protection
6 evolves with the latest technologies, and privacy by design is embedded in all new systems
and updates.

Key challenge: Managing the complexity of fully automated, adaptive security systems while
ensuring transparency and user trust; predictive systems might lead to false positives or
require significant maintenance to avoid Al biases; maintaining user trust when using highly
automated, Al-based security measures.

Societal impact

Aligned with the Social Business Model Canvas framework, this scale dimension assesses the
extent to which a digital solution for long-term care services generates positive social

outcomes, moves towards sustainability, and addresses the needs of its beneficiaries.

W Level Description

Minimal Impact (Unclear or Indirect Social Impact)

The social impact is poorly defined or unclear. The focus is primarily on operational
activities, with limited consideration of how the solution affects society. No clear indicators or
1 metrics are used to assess the social impact, and societal needs are not systematically
addressed.

Key challenge: Lack of alignment between activities and societal goals, with no framework
to measure or optimize impact.

Basic Impact (Localized and Reactive Impact)

The digital solution generates some positive social outcomes, but these are mostly localized
and reactive. Efforts to address societal issues are limited to specific interventions or

2 projects. There is a basic understanding of the beneficiaries and their needs, but no
consistent strategy for scaling the impact or engaging stakeholders in broader social
change.

Key challenge: Limited scalability and sustainability of impact due to fragmented efforts.
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Intermediate Impact (Structured but Limited Social Impact)

A more structured approach to social impact begins to take shape. The organisation
identifies its beneficiaries and societal goals more clearly and starts using basic impact

3 measurement tools. Social objectives are integrated into operations, but the overall societal
impact is still limited in scale. Partnerships with key stakeholders (e.g., NGOs, governments)
may be in place, but not yet fully leveraged.

Key challenge: Scaling the impact (e.g., through expanded partnerships, technological
innovations, or new funding models) and integrating societal goals across all activities.

Advanced Impact (Integrated Social Impact Strategy)

Societal impact is deeply embedded into the business model and core operations. The
organisation has well-defined social objectives and regularly measures its outcomes using
established frameworks (e.g., Social Return on Investment). Partnerships with key actors,

4 such as government agencies and community organisations, are in place, helping to
broaden the reach and effectiveness of the impact. There is a focus on improving the quality
of life for beneficiaries, and scalability is being actively pursued.

Key challenge: Sustaining and enhancing impact while balancing financial and operational
needs; the organisation contributes to systemic change (e.qg., influencing policy, creating
sector-wide innovations).

Comprehensive Impact (Scalable and Systemic Social Impact)

The societal impact of the solution is scalable and systemic, affecting broader societal
structures (e.g., policies, norms). The organisation works closely with public institutions,
private sector partners, and beneficiaries to co-create solutions that address root societal
5 problems. Impact metrics are robust, and the organisation has a strong reputation for
creating tangible, long-lasting societal benefits. The solution influences public policy and
contributes to sector-wide improvements.

Key challenge: Managing complexity and ensuring continuous engagement with societal
stakeholders.

Optimized Impact (Transformative and Sustainable Societal Impact)

The digital solution achieves transformative societal impact, reshaping systems, policies,
and social norms. It serves as a model for other organisations and regions, contributing to
global best practices. Societal impact is continuously optimized using advanced data

6 analytics, predictive models, and real-time feedback. The organisation’s efforts lead to
significant societal changes, such as improved public health outcomes, reduced social
inequalities, and long-term societal resilience.

Key challenge: Maintaining the transformative impact over time while adapting to new
societal challenges and opportunities; real-time feedback is gathered and integrated into
strategies for maintaining and scaling transformative impact.

Ethical issues

Inspired by the Ethics Canvas framework, this scale dimension emphasizes the progression
from neglecting ethical concerns to building an organisation where ethical considerations are
central to all operations and decisions, addressing all aspects of stakeholder relations,

resource use, and the broader societal impact.

Level Description

Unconsidered (No Ethical Framework)

Ethical concerns are not systematically addressed. There is little to no awareness of the

1 impact on individuals or groups affected by the solution, and conflicts between stakeholders
are not considered. The organisation is reactive to failures or ethical issues, with no
proactive policies or guidelines for resource use or accountability.
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Key challenge: Ethical issues are largely ignored, leading to potential harm or conflicts
without any planned mitigation.

Basic (Awareness of Ethical Risks)

Ethical concerns in certain areas (e.g., privacy, safety) are recognised but addressed on an
ad-hoc basis. The organisation has begun identifying key individuals and groups affected by
2 its services or solutions, but there is no structured approach to managing potential conflicts
or negative impacts. Failures are addressed reactively, and there are few mechanisms in
place to evaluate the ethical use of resources or the societal impact of technologies used.

Key challenge: Ethical risks are acknowledged, but measures to address them are
inconsistent and lack formal structure.

Intermediate (Ethical Consideration in Operations)

Ethical considerations are integrated into key operations, and there is regular reflection on
how individuals and groups are affected by the solution. The organisation addresses
conflicts between stakeholders, though often on a case-by-case basis. Negative impacts of
3 failures are considered and partially mitigated through basic contingency plans. There is
some consideration of resource usage, but it is not fully optimized or aligned with
sustainability principles.

Key challenge: Ethical considerations are being integrated, but the approach is still reactive
rather than fully proactive, and conflicts may still arise without clear resolutions.

Advanced (Proactive Ethical Management)

Ethical risks are proactively identified and managed. A formal process is in place for
understanding the needs and concerns of all stakeholders (e.g., patients, caregivers,
healthcare providers), and potential conflicts between them are mitigated through well-

4 defined policies. Negative impacts of failures are anticipated, and there are comprehensive
contingency plans. The organisation also adopts ethical guidelines for the responsible use of
resources and technologies, ensuring transparency and fairness in decision-making.

Key challenge: Ensuring that ethical policies remain adaptable and consistently applied
across all areas of operation; ethical risks are identified through regular audits, stakeholder
consultations, or ethical committees, ensuring transparency

Comprehensive (Ethical Leadership and Transparency)

Ethical concerns are embedded in the culture and governance of the organisation. There is
a strong focus on stakeholder engagement, ensuring that the voices of all affected
individuals and groups are heard, and conflicts are addressed before they escalate. The
organisation operates with a clear ethical framework that guides all decisions, including

5 resource allocation and technology usage. The impact of service failures is minimized
through rigorous testing and risk management, and any negative impacts are transparently
addressed.

Key challenge: Maintaining continuous engagement with ethical principles while balancing
innovation and efficiency, through ongoing consultations or inclusive decision-making
processes.

Optimized (Ethically Driven and Sustainable Impact)

Ethical considerations are fully optimized, with the organisation acting as a leader in ethical
practices. All decisions—whether related to services, technologies, or resource allocation—
are guided by a deep commitment to ethics, sustainability, and the well-being of all
stakeholders. Conflicts are rare due to highly inclusive decision-making processes, and

6 failures are handled with minimal impact thanks to advanced planning and real-time
mitigation strategies. Ethical use of resources aligns with both societal values and
environmental sustainability, and the organisation sets new standards for ethical
governance in the sector.

Key challenge: Continuously evolving ethical practices in response to new challenges,
technologies, and societal needs; inclusive decision-making processes and maintaining
leadership in ethical governance
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